


Notices and Information

Please be aware of the following points before using your KRMC Copyright 2024, Kanguru Solutions. All rights
reserved. DOS®, Windows 7®, Windows 8®, Windows 10®, Windows 11®, Windows Vista®, Windows XP® are
registered trademarks of Microsoft Inc.. All other brand or product names are trademarks of their respective
companies or organizations.

Kanguru Solutions will not be held responsible for anyillegal use of this product nor any losses incurred while
using this product. The user himselfis responsible for the copyright laws, and is fully responsible for anyillegal
actions taken.

Customer Service
To obtain service or technical support for your system, please contact Kanguru Solutions Technical Support
Department at 508-376-4245, or visit www.Kanguru.com for web support.

Legal notice

In no event shall Kanguru Solutions’ liability exceed the price paid for the product from direct, indirect, special,
incidental, or consequential software, or its documentation. Kanguru Solutions offers no refunds for its products.
Kanguru Solutions makes no warranty or representation, expressed, implied, or statutory, with respect to its
products or the contents or use of this documentation and all accompanying software, and specifically disclaims
its quality, performance, merchantability, or fithess for any particular purpose. Kanguru Solutions reserves the right
to revise or update its products, software, or documentation without obligation to notify any individual or entity.

Export Law Compliance

Regardless of any disclosure made to Kanguru Solutions pertaining to the ultimate destination of the specific
Kanguru product, you warrant that you will not export, directly or indirectly, any Kanguru product without first
obtaining the approval of Kanguru Solutions and the appropriate export license from the Department of Commerce
or other agency of the United States Government. Kanguru Solutions has a wide range of products and each
product family has different license requirements relative to exports.



End User License Agreement

This legal documentis an agreement between you, the end user (“Licensee”), and Kanguru Solutions, a division
of Interactive Media Corporation (“Licensor”).

By and using this software, you are consenting to be bound by the terms of this agreement, which includes the
disclaimer of warranty.

This agreement constitutes the complete agreement between you and licensor. If you do not agree to the terms of
this agreement, cease to use the productimmediately.

DISCLAIMER OF WARRANTIES

The software as a service is provided on an “AS IS” basis, without warranty of any kind, including without limitation
the warranties of merchantability, fitness for a particular purpose, and non-infringement. The entire risk as to the
results and performance of the software is assumed by you, the Licensee. If the software is defective, you, and not
Licensor or any distributor, agent or employee of Licensor assumes the entire cost of all necessary servicing,
repair, or correction.

LIMITATION OF DAMAGES

In no event shall Licensor, or anyone else who has been involved in the creation, distribution, or delivery of this
product be liable for any direct, indirect, special, punitive, exemplary, consequential or incidental damages
(including but not limited to damages for loss of business profits, business interruption, loss of business
information, and the like) arising out of the use or inabilityto use such product even if Licensor has been advised
of the possibility of such damages.

Because some states do not allow the exclusion or limitation of liability for consequential or incidental damages,
the above limitation may not apply to you.

COPYRIGHT RESTRICTIONS

This software and any accompanying materials are copyrighted. Unauthorized copying of this software or of any of
the textual materials accompanying itis expressly forbidden.

You may not modify, adapt, translate, reverse engineer, decompile, disassemble (except to the extent applicable
laws specifically prohibit such restriction), or create derivative works based on the software.

EXPORT RESTRICTIONS
You agree that you will not export the software to any country, person or entity subject to U.S. export restrictions.

ENTIRE AGREEMENT

This written End User License Agreement is the exclusive agreement between you and Licensor concerning the
software as a service and supersedes any and all prior oral or written agreements, negotiations or other dealings
between us concerning the software. This License Agreement may be modified only by a writing signed by you
and Licensor.

This agreementis subject to the laws and jurisdiction of the courts of the Commonwealth of Massachusetts, USA.
If a court of competent jurisdiction invalidates one or more of the terms of this contract, the surviving terms
continue in force. This License Agreement is effective upon the use of the software as a service.
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Introduction 1

Thank you for using the KRMC Hosted. KRMC Hosted is a revolutionary product that places a
complete USB security policy into your hands, giving you the ability to remotely manage USB flash
drives from anywhere in the world. KRMC Hosted was designed to work specifically with the
following K anguru security drives:

Current * Legacy

e Defender 3000 e Defender V2

¢ Defender Elite 300 ¢ Defender Basic+

e Defender Elite 30 o Defender Elite

¢ Defender Bio-Elite30 ¢ Defender DualTrust
¢ Defender Bio-Hlite30 Life Planner Edition e Defender 2000

¢ Defender HDD/SSD 35 ¢ Defender Hite200

¢ Defender HDD/SSD 350 ¢ Defender HDD/SSD

o Defender HDD/SSD300

The devices mentioned above communicate through a secure, encrypted tunnel to ensure that your
informetion is protected. For more informeation regarding the communication protocols used by KRMC
Hosted, please contact: Sales@K anguru.com.

KRMC Hosted has an array of features that give administrators the ability to manage their Kanguru
secure USB flash drives and hard drives. Below is a list of some of the features in KRMC Hosted:
¢ Remote Data Deletion

o Self- Service Password Management (SSPM)

¢ Remote Device Disable/Enable

¢ Remote Password Management

o Administrator Level Auditing of Actions and Events

¢ Ability to Create Groups Consisting of Muitiple Devices

¢ Cortffigurable Offline Settings

¢ Remote Re-Provisioning of Devices for Security Policy Enforcement and Compliance

¢ |P Address and Hostname Device Usage Tracking

e Logging of All Account Actions and Events

¢ Organized Asset Management System

¢ Remote Messaging to Devices

e License Management for KRMC Hosted and Endpoint Protection by BitDefender.

e Ability to Create Schedule-Based Actions

Note: Any Kanguru device that is configured to communicate with a KRMC Hosted account will
be permanently bound to that KRMC Hosted account. Resetting the device will not unbind it. In
order to unbind a Kanguru Defender device from your KRMC Hosted Account, contact Kanguru
Tech Support.
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Provisioning Drives to KRMC 2

KRMC Hosted provides system administrators a secure platform for managing their fleet of Kanguru
Defender drives remotely. You MUST configure and register each of your Kanguru Defender drivesin
order for themto communicate with your KRMC Hosted account.

The steps to enable KRM C Hosted functionality and to register your devices will vary depending on
which method you use to configure KRMC Hosted during the initial setup process:

¢ KRMC Hosted configured using the K anguru Cloud Provisioning Tool.

e KRMC Hosted configured using Kanguru' s Local Administrator tool (UKLA).

e KRMC Hosted configured using the K anguru Defender Manager (KDM) Setup Wizard.

Important! All three methods require network connection to krmc.kanguru.com. The PC being
used for drive provisoning MUST have a clear network connection to krmc.kanguru.com. If
you are behind a firewall or connect to the internet through a proxy, you may experience
connectivity issues which will lead to errors.

Regardless of which method you are using, you will need your KRMC Hosted Accourt ID in order to
register your devices with your KRMC Hosted accourt. Your KRMC Hosted Account ID can be
found either in the e-mail notification that was sent to you when you created your KRMC Hosted
account, or onyour KRMC Hosted account’s Home page. Make sure that you have recorded your
KRMC Hosted Accourt ID accurately before proceeding further.

Your KRMC Hosted Server ID is case-sensitive.
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Kanguru Cloud Provisioning Tool

This section only applies if you are using the K anguru Cloud Provisioning Tool to enable KRMC
Hosted and/or to disable on-board anti-virus. The Kanguru Cloud Provisioning Tool must be used to
corffigure devices before they are provided to the end user.

The following drive models are supported by the Cloud Provisioning Tool: Defender 3000,
DefenderElite300, Defender Elite30, Defender BioElte30.

Note: If KRMC Hosted was previoudly disabled on the device through the Kanguru Defender
Manager Setup Wizard, you will need to reset the device before using it with the Kanguru Cloud
Provisioning Tool.

1. Connect your Defender devices to your computer and launch the K anguru Cloud Provisioning Tool.
Any connected Defender devices will appear with two drive letters in the bottom half of the
window.

Note: If no devices appear in the Kanguru Cloud Provisioning Tool window, make sure your

drives are connected and then click on the refresh drives button.

2. Sdect the checkbox next to “Enable KRMC”.
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Note: If you want to disable onboard anti-virus, select “ Disable Anti-Virus’ .

3. Thefields for “KRMC Cloud ID” and “Admin's Email ID” become active. Fill in these fields with
the appropriate informeation.

Note: If the device that you are provisioning is a BioElite30 model, then you have the option to
Enable or Disable Fingerprint Autoscan.

o Disabled - The device user will be required to run KDMBIo to access the secure storage partition.
Since KDMBIo is always needed in this configuration, the drive will only work on a supported PC
or Mac. Thisistypically recommended for devices being managed by KRMC Hosted.

0 Enabled - The device user will be able to access the drive’ s secure partition using only their
fingerprint. They will not need to run KDM in this configuration and their BioElite30 device will run
onany OS.

4. Click onthe Configure drives button. If everything is configured correctly then you will receive a
message stating, “Register succeeded. Cloud enabled.”
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Note: If you receive a status message stating, “ unable to enable KRMC Hosted Cloud” then
please reset the device(s) to the factory default settings and retry.

KRMC Hosted has now been enabled on the device and the device has been registered with your
KRMC Hosted accourt.
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Devices Configured Using UKLA

This section only applies if your Defender devices are being managed locally with the Universal
Kanguru Local Administrator (UK LA) application and you want to use KRMC Hosted to manage
your device remotely. If your devices are currently in the possession of the end users, they will have to
be returned to the UK LA administrator. Contact the device end users and advise them to back up their
data and return their devices to the UK LA administrator. For this document, we will assume that you
are the UKLA administrator.

Once you have al devices in your possession:

1. Conrect your devices to your computer and launch UKLA. Note: All connected Defender
devices should be the same model (e.g., Elite30, Elite300, 3000). Although UKLA is
capable of configuring multiple devices smultaneoudly, it is unable to configure more
than one model type at a time. For example, it is possible to configure five Defender
Elite 300s and then configure five Defender 3000s afterwards, but you cannot configure
five Defender Elite 300s and five Defender 3000s at the same time.

2. Once you have logged into UK LA, select the device model type from drop-down menu
located at the top of the Device Grid. Note: Make sure you select the “ Cloud” version, and
not “ Enterprise” .

3. Make sure all of your devices are selected in the Device Grid and then click on General
Settings in the navigation menu. Under the Reset & Disable tab, click on Reset All.
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4. Once your devices have been reset, you can configure them to work with KRM C Hosted.
Click on KRM C in the navigation menu on the left. Under the Status tab, click on the Enable
radio button.

5. Once Enable is selected, you will be able to enter your KRMC Hosted Accourt ID. Make

sure all of your devices are selected in the Device Grid and enter your KRMC Hosted Account
ID in the appropriate field.
Note: Click on the checkbox next to “ Suspend device access when communication with
KRMC Hosted server isinterrupted or not available” if you want to prevent the device
user from being able to login to their drive when the device is not able to communicate
with KRMC Hosted (e.g., no network connection).

6. Click onthe Save Settings to Selected Devices button.
Y our devices have now been configured and registered for use with your KRMC Hosted accourt.

Repeat these instructions for each Defender model type in your possession, until all devices have been
registered with your KRM C Hosted accourt.
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Devices Configured Using Kanguru Defender Manager

This section only applies if your Defender devicesare NOT being managed locally with Universal
Kanguru Local Administrator (UK LA) application or the K anguru Cloud Provisioning Tool and you
want to enable KRMC Hosted functionality for your devices.

If your devices are in your possession then you can follow these instructions to manually configure and
register your devices with your KRMC Hosted accourt. If your devices are in the possession of the
end user, send a copy of these instructions to the end user along with your KRMC Hosted Account ID
and each end user will be responsible for configuring and registering their own devices. Note: Your
Kanguru Defender drive must but setup prior to performing the steps described below.

1. Plugyour device into the computer and run the KDM application from the device's CD-ROM
partition.

2. Loginto the device utilizing the password configured onit.

3. Fromthe Command Console interface, navigate to Settings. From Settings, select the
KRM C Hosted tab.

4. Onceinthe KRM C Hosted tab, enable KRMC Hosted by selecting Enable KRM C
Hosted. Thefield Enter KRM C Hosted I D will become enabled and you must enter your
KRMC Hosted Account ID then click on the Verify button.
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5. If KRMC Hosted was enabled properly, after selecting Verify you should receive a popup
stating that the device has been registered to KRMC Hosted. After seeing this message, the
KRM C Hosted tab will no longer be able to be seen on the Defender device.

Y our device has now been configured and registered for use with your KRMC Hosted accourt.
Repeat these instructions for each of your Defender devices.
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KRMC Hosted is a web-based Software as a Service (SaaS) application that provides
administrative tools in a single, centrally managed console. It allows you to manage, monitor, and
provison your USB devices. Its intuitive design simplifies the workflow for an administrator, making it
easy to take advantage of the array of tools and available options. There are a large amount of options,
settings, and features to KRMC so here are some basic items to get started with:

#ﬁ:ﬂ%m for the First If new to KRMC, these are the steps you will follow to get started.

Locging into KRMC KRMC Advan(_:ed_and Premium accgyr_ms hqve the ability to utilize

with SAMLI = SAML for logging into KRMC. I utilizng ths.feature, you can

- follow these steps to show how that process will work.

Two Eactor Security is aways at_op _priority and as such we recommend utilizing

Authentication 2 T\(\{o Factor Authenuganon. We currently provide steps for how to

- utilize 2FA with Email or Google Authenticator.

N avigation Menul 22 Thisis a breakdown of the navigation options available on KRMC.
- Every account as access to activity icons granting access to different

QzﬁuﬁActlwtv features. Some of these include changing account password, logging

- out of KRMC, customizing the dashboard.

Admins, Auditors, and A breakdown of the different types of accounts that are available on

Group_s@ KRMC and how to create them.

License Assianment|= A base d&criptign on how licenses are assigned and how to

manually assign licenses.
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Logging in for the First Time

If you are logging into KRMC Hosted for the first time, you will be required to complete some
initial setup and configuration of your KRMC Hosted. Thiswill only have to be done once by the Super
Administrator (SA), the first time they login.

1. Openyour web browser. The siteis best viewed by using the latest version of Microsoft Edge,
Mozlla Firefox, Google Chrome, Brave, Safari, or Opera.
2. Once you have the web browser open, you can use either of these methods to navigate to the
login page:
o Visit https//krmc.kanguru.com and you will be directed to the login page directly.
0 Visit https//www.kanguru.com and then click on the KRMC Hosted Login link located inthe
navigation bar:

3. Thefirst time that you log into KRM C Hosted, they will be greeted with a Welcome screen. Click
onthe BEGIN button to proceed with initial setup and configuration.

4. Onthe next screen you will be prompted to create an Administrative Password. The Administrative
Password must conformto the default security parameters. Enter and then re-enter an
Administrative Password and then click on the Update and Save button. The option "Hide Device
Message" is disabled by default. If you enable this, no newly registered drive will receive a visible
message stating that the device Administrative Password has been received. Note: The password
must be a minimum of 8 characters, with at least 1 upper case letter and 1 number.
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5. Define a Global Device Settings and then click on the Update and Save button. All managed

drives registered with KRM C Hosted will be autometically configured with these security policy

settings. The SA is able to alter this at a later point by navigating to Setti@ s | and selecting Global

Device Settingsl 1. Note: KRMC Basic accounts will not have this option in the setup.

Once you have completed the initial setup and configuration, you will be directed to the KRMC Hosted
dashboard.

Chapter 3 Getting to Know KRMC Hosted



Getting to Know KRMC Hosted 3

Logging into KRMC Hosted with SAML

Active Directory (AD) based Single Sign On (SSO) using Security Assertion Markup
Language(SAML) provides KRMC Hosted administrators an aternative sign-on option for login. If
setup for the account, an administrator wishing to loginto KRMC Hosted will be redirected to the
SSO URL for authentication using their own SAML supported AD service. Once the administrator
authenticates into their AD service, they will be redirected back to KRMC Hosted in a ‘logged-in'
state, where they can continue to use KRM C Hosted features as usual.

Benefits of using AD based login:

¢ Productivity savings for administrators — no additional passwords to remember for KRMC Hosted.
The KRMC Hosted login now ties seamlessly with SSO.

e Administrators are authenticated using the company’ s trusted internal AD services, enabling higher
customer trust inthe KRMC Hosted ecosystem overall.

e Near instart privilege revocation in case a KRMC Hosted Administrator is terminated as an
employee. KRMC Hosted will refresh the account state with the customer’s AD server every 30
minutes.

SAML in KRMC Hosted is located on the Setti@ s | page under the section Server Setti@@i
Note: SAML login functionality isonly availableto KRMC Hosted Advanced and Premium
accounts.
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Two Factor Authentication

Two Factor Authertication (2FA) is a feature that extends an additional layer of security which
prevents unauthorized administrators and auditors from logging into KRMC Hosted. At this time
KRMC Hosted supports 2FA in forms of email and Google Authenticator. Note: 2FA is not
available on Basic KRMC Hosted accounts.

2FA can be enabled on all KRMC Hosted accounts or individual ones based on your preferences.

For steps on how to enable 2FA emeil for individual accounts, please click HERE:; 1.
For steps on how to enable 2FA Google Authenticator for individual accounts, please click HERE[ 1.

e To force 2FA for all administrators on your accourt you will need to navigate to Settinos/es 1 and
selecting Administrative Settings| s] and enable “Force 2 Factor Authentication for Administrator
Loginto KRMC Hosted Console” and select the Update and SAVE button. Note: Force 2FAis
only available on Advanced and Premium KRMC Hosted accounts.

@K Force 2 Factor Authentication for Administrator Login to KRMC Console

Require Administrative Password when creating an action to change User Password on a managed Defender
drive

Create a Disable action for drives that have not checked in with the server within a predefined period
Elapsed time after which the Disable action will be created for the drive

15 days

Skip Disable action creation for drives that have not been set up yet

- o UPDATE AND SAVE .

¢ You will receive an email with a verification code that will need to be entered into the designated field
on KRMC Hosted.
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o After the code has been entered, select the VERIFY button. 'Y ou will know that the 2FA setup has

been conpleted as you will receive a message on KRMC Hosted stating “ Administrative Settings
Updates’ and the Authentication Code field will be blank.

‘E.// Code sent.

Force 2 Factor Authentication for Administrator Login to KRMC Console

Require Administrative Password when creating an action to change User Password on a managed Defender
drive

Create a Disable action for drives that have not checked in with the server within a predefined period

Elapsed time after which the Disable action will be created for the drive
15 days

Skip Disable action creation for drives that have not been set up yet

Authentication Code: O]

| & UPDATE AND SAVE |

« You will then receive an emall stating that 2FA has been enabled on your accourt.
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For logging into KRMC Hosted when 2FA is enable, please click HERE[ » .
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Enable 2FA EMail

Enabling Two Factor Authentication (2FA) for the email authentication method can be performed on
the currently logged in account, Super Administrator (SA), or Regular Administrator (RA) if the RA
has the permissions "Can Create and Edit Administrators' and "Can Create and Edit Auditors' located
under Edit Admin Informationle 1. Note: 2FA is not available to Basic KRVIC Hosted accounts.

1. Once logged into KRMC Hosted, you will need to navigate to Edit Profile which is located at the
top right of the screen under the Account Icon.

2. Make sure the option “Use 2 Factor Authertication for Login” is selected, then select email. Note:
If 2FA isbeing forced on all KRMC Hosted accounts, you will be unable to disable this option
but you can switch the option between Email and Google Authenticator. For more information
on this option, please click H ERE ).

3. You will receive an email with a verification code that will need to be entered into the designated
field on KRMC Hosted.
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4. After entering the code, click onthe SAVE button.Y ou will know that the 2FA setup has been
completed as you will receive a message on KRMC Hosted stating “Profile Saved”.

For logging into KRMC Hosted when 2FA is enable, please click HERE[ » .
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Enable 2FA Google Authenticator

Enabling Two Factor Authentication (2FA) for the Google Authenticator can only be performed on the
currently logged in account. Note: 2FA isnot available to Basic KRMC Hosted accounts.

1. Once logged into KRMC Hosted, you will need to navigate to Edit Profile which is located at the
top right of the screen under the Account Icon.

2. Make sure the option “Use 2 Factor Authentication for Login” is selected, then select Google
Authenticator, and press the SAVE button. Note: If 2FA isbeing forced on all KRMC Hosted
accounts, you will be unable to disable this option but you can switch the option between
Email and Google Authenticator. For more information on this option, please click HERET.4 .

3. Youwill need to open your Google Authenticator Application on your Smart Device to scan the
QR code presented to you. and enter the code provided. After entering the code, click onthe
SAVE buitton.

4. Youwill know that the 2FA setup has been conpleted as you will recelve a message on KRMC
Hosted stating “Profile Saved”.

For logging into KRM C Hosted when 2FA is enable, please click HERE! 0.
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Logging in with Two Factor Authentication

Two factor authentication (2FA) is a feature that extends an additional layer of security which prevents
unauthorized users fromlogging into KRMC Hosted. At this time KRMC Hosted supports 2FA in
forms of email and Google Authenticator. For more information on 2FA, please click HERE[ 1. .

Note: 2FA isnot available to Basc KRMC Hosted accounts.

When 2FA has been enabled, after signing into KRM C Hosted with your password (or sign in with
SAML), you are directed to an authentication page based on the method of 2FA selected for that
accourt.

If utilizing the email form of 2FA, an authentication code is autormetically generated and sent by email to
the administrator.
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The administrator must copy the authentication code from the email into the ‘ Authentication Code’
field and then click onthe Verify button. Note: Authentication codes are only valid for 30 minutes after
they have been generated. If your code has expired, then click the Resend Code button and a fresh
authentication code will be sent by email.

If you are utilizng the Google Authenticator form of 2FA,, you will need to open your Google
Authenticator Application on your Smart Device and enter the code provided. After entering the code,
click onthe Verify button.

Once the authentication code has been validated, the administrator will be logged into the web console.
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Navigation Menu

The Navigation M enu is located on the left-side of every page. Initialy, the Navigation Menu only
displays icons. When you hover your mouse over the area, the menu will expand revealing the full
context. This can change to always show the expanded navigation menu by selecting the an optionin
either Account Settings/ =1 or Server Setti@ms \

Thereis atotal of eight main pagesin KRMC Hosted that are accessible through the Navigation Menu
on the left. These main pages are listed and detailed below. Each main page listed also has series of
sub- pages to assist in navigating to the page you are looking to access. The first sub-page is the page
that you will be brought to when you select the main page.

An accourt overview which provides access to account information and
a series of charts and lists.

Deviced 2 A Ii_st of devices that are re_g'stered to this accou¢. You_ can manage
- devices, create remote actions, and update security Settings.

Dashboard| =

Actions 2 A list of pending, successful, and failed actions that occurred on devices.
e Y ou can also create global actions from this page.
Admin A list of current admins, auditors, and groups. Y ou can add additional
Y - accounts and groups on this page, as well as modify existing permissions
Management/e 1 or Settings.
Licensed o) A quick snapshot of your licenses status. Your order history is also
== listed here.

. Configure a global device settings, administrative settings, and server
Settings/ s ettings
Reports] 1] Event and usage reports along with messages sert to the accourt.

Data is sent to KRMC containing file actions that occur such as Deletion,
Creation, Read, and Write for files stored on your drive(s).

File Auditingf 2
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Account Activity Icons

Located at the top right of every page on KRMC are the Account Activity Icons. These icons provide
you access to specific features and functions regardless of the page you are on for ease of use. One of
the key items isthe Server ID. AsthisID is required to register any device to your account, you will
now be able to easlly locate and copy it. Hereis a full list of the icons that are available for you.

Server ID The account-level Server 1D used to register devices to this account.

All everts that occur on the account appear within Account N otifications.
Account Y ou will be informed of a new event occurring with a number inside ared
N otifications notification bubble next to the icon. A full list of the events can be located

on the Eventsl 2] page located under Reports] 1.
These are messages to the account. Commonly regarding news about
products, important updates to KRMC, and more. Y ou will be informed

,:;Iccount of a new messages with a number inside a red notification bubble next to
J the icon. A full list of the messages can be located on the M&Eﬁ
page located under Reportsf 21,
Account Access account informetion such as editing your profile, changing your
lcon 5 password, and logging out of KRMC.
Account The theme of the server can be changed, you can auto-hide or show the
Settings| x| navigation menu, and edit the dashboard.
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Account Icon

The Account | con provides access to many features for ease of use and convenience as well as
personalize your accourt Slightly.

Change Within this menu you are required to enter your current password, then you
Password/ | are free to change your password.

Items such as name, email, and phone number are able to be entered or
Edit Profilel -1 added. Additionally, you can add in a profile image and alter your two

factor authentication settings.

Thisis available for the Super Administrator (SA) account only. This
%m[ﬁ setting allows you as the SA to move the SA permissions to a different

ministrator zs |

accourt.

Logout] 21 This logs you out of the KRMC accourt.

T

i

!
i
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Change Password

Y our account password is a vital part of KRMC as without it, you are not able to gain access to the
service. If for any reason you need to change your password after you log into KRMC, you can be
selecting Change Password located under your Account lcon = 1.

n
1

L

f
[q¥]

]
o

This will redirect you to the Change Password page. Enter the required password information and then
click the Change password button. After changing your password, you will be brought back to the
page you were previously on and you will need to enter the new password when you next attempt to
loginto KRMC.
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Edit Profile

Edit Profile provides the ability to customize your Admin or Auditor account on KRMC. Using this
menu you are able to change/insert Name, Email, Phone, or Employee | D/Name informetion as you see
fit. Any changes that are made will not be saved until you select the SAVE button.

Additionally, you are able to add, remove, or edit the two factor authentication settings on your
account. For more information on Two Factor Authentication, click HERE] .

Lastly, KRMC offers the ability to add a profile picture. The image must be in the format of PNG,
JPEG, JPG and cannot exceed 15MB insize. To change or add a profile image, click on the Profile
Picture icon. In selecting this, you should be displayed a file navigation popup allowing you to navigate
through your computer for an image you would like to use.

If at any point you want to change or fully remove your profile picture, you can click either the change
profile picture or delete profile picture icons that appear when you hover your mouse over your picture.
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Change Super Administrator

KRMC only has one Super Administrator (SA) account. With thet said, there are options available if
needed to change the account that is considered the SA account. Note: You must be logged in asthe
SAin order to change the SA. A full list of methods to change your SA can be located under Change
Super Administrator] +s 1 located under Admin Management! « 1 and Admins| « | however here is one
method.

1. Located under the Account Iconlzs ] you can select Change Super Administrator.

2. Once you select this option you will be presented with a display stating “ This functionality will either
upgrade an existing user to Super Administrator or create a new Super Administrator. If an existing
account is used, the current SA will take the role of the switched user. Once this change is done,
you will be logged out of KRMC.”.

This functionality will either upgrade an existing user to Super Administrator or create a new Super
Administrator.If an existing account is used, the current SA will take the role of the switched user.
Once this change is done, you will be logged out of KRMC.

Email

® CHANGE SUPER ADMINISTRATOR m

3. Youwill need to add the email address that you would like to use asthe new SA. Note: If you are
choosing a new account to be the SA, the new account will use the same account password as
the original SA. This password can be changed with a password reset if you would like.
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Log Out of KRMC

For security reasons, you should always log out of KRMC once you have co’[gleted your work onit.
To accomplish this, you can select L ogout located under your Account Iconi2s |,

— |

¢ Change Password
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Account Settings

Account Settings provides the ability to alter the look and feel of your KRMC experience. The three
options provided within this are available for all KRMC Hosted accounts regardless of accourt level.

KRMC Hosted provides the ability to alter the visual theme between a

_LI_Jrsgrr[])eark/nght Light or Dark mode. For more informetion on this, please refer to Light
or Dark Mode:3 located under Server Settings us.
Initially, the Navigation Menu only displays icons. When you hover your
Autohide/Show mouse over the area, the menu will expand revealing the full context.
Full Left Menu This can change to always show the expanded navigation menu. For
Always more information on the Navigation Menul 221 please refer to Getting to
K now KRMC Hosted/ 0.
Edit The D_asrboard is designgd to be custom'zz_able t_o make your account
Dashboardla overview as easy as possible. To accomplish this, you are able to change

what is shown on you re your Dashboard.
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Edit Dashboard

The Dashboard is designed to be customizable to make your account overview as easy as possible.
To accomplish this, you are able to change wheat is shown on you re your Dashboard. After selecting
Edit Dashboard you will be brought to an editable version of your Dashboard. There are a series of
icons in this mode to assist you in editing this page. Note: the box Account Information is not
able to be moved from the Left side of the screen.

Edit
This allows you to choose from a list of options on what to display in this

P 4 box.

Delete
_ Deleting a box removes the content from that box. All remaining boxes
[x] will shift over to cover the newly emptied space.
Add Extra Box
This adds a new blank box for you to add informetion to. If you leave the
box blank, it will not appear after you exit the editing mode.
Finish Editing

This saves all changes made within this mode.
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Admins, Auditors, and Groups

To make organization and management simpler KRMC Hosted offers the ability to create severa
different account types and groups. Each of these account types and groups provide different
permission levels and abilities.

The Super Administrator (Super AdmiSA) has the highest-level access. The
SA has authorization in KRM C Hosted to manage all aspects of KRMC Hosted
in terms of devices, admins, groups and settings. There is only one SA per
KRMC Hosted comparny accourt.

For steps on how to change the SA account, please click HERE! s 1.
Administrators (Regular Administrators/RA) have the second-highest access
level, just below the SA. RAs have the authority in KRMC Hosted to manage
only Groups assigned to them by the SA. RAs are also restricted to the actions
that they can perform for said manageable items. Note: Thisis only available
for Advanced and Premium KRMC Hosted accounts.

For steps on how to create an admin, please click HERE] s .

For steps on how to edit or delete an admin, please click HERE| e |

For steps on how to edit permissions for an admin, please click HERE| 1.

For steps on how to edit the display options available to the admin, please click
HERE[ ).

These read only accounts are allowed to view all devices and users within
KRMC Hosted, but their actions are limited solely to exporting logs and reports.
Note: Thisisonly available for Advanced and Premium KRVIC Hosted
accounts.

For steps on how to create an auditor, please click HERE] s 1.

For steps on how to export logs, please click HERE] ss .

Groups alow you to organize multiple drives and users within heading suchas a
department. Groups can have their own Server |D allowing themto register
drives directly to their Group account on KRMC Hosted. Once drives are
assigned to a Group, the SA or RAs administrating the group are able to search
for drives for and send actions to the drive(s) on the account. Note: Thisis
Groups only available for Advanced and Premium KRMC Hosted accounts.

For steps on how to create a group, please click HEREs7 .

For steps on how to edit groups, please click HERE] s .

For steps on how to send actions to the drive(s) in the group, please click
HERE! &7 1.

For steps on how to create group settings, please click HERE] s 1.

Super
Administrator

Administrators

Auditor
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Create New Admin

When you are on the Admins or Auditor pages you should notice at the top left side of the screena
person icon with a plus sign (on Groups it is just a circle with a plus sign).

Create Admin

I:II:I+i

Admins List 35+8

Click onthe icon to reveal the Create Admin menu. The Create Admin menu allows you to easily
create a new admin without navigating away fromthe current page. Thisis only available to
Advanced and Premium KRMC Hosted accounts.

First Name The admin’ s first name

Last Name The admin’s last name

Ml The admin's middle initial

SUf. The admin's suffix

Email The admin's emall

Phone The admin's phone number

m% The admin's employee ID

Cansee .. . . .
uressigred When enabled al[oyvs the ad.mnlstrator to view ary unassigned devices. If
devices disabled the administrator will only see devices assigned to them.

New Password

You are able to create a password for the new Admin account. After creating
the password, you would then need to confirm the new password.

Must Chenge When this is enabled, your Admin will be asked to change their account
PasaNord_ a password the next time they log into KRMC.
Next Login

This feature allows you to copy the settings from another administrator to this
Set Permission new administrator account. This provides a Smple way to assign permissions
and Display and display settings for multiple administrators. To use this feature you must
Settings From have an account (other then the SA account) that has both Admin Permissions
Profile and Admin Display settings saved. Once those settings have been saved,

refresh your browser and you should be able to see the admin appearing in the
list to choose.
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Create New Auditor

When you are on the Admins or Auditor pages you should notice at the top left side of the screena
person icon with a plus sign (on Groups it is just a circle with a plus sign).

Create Auditor

oo_.e
oo T

Auditors List

Click on either the Create User or Create Adminicon to reveal the Create User/Admin menu. Once

selected, choose Auditor which allows you to easlly create a new Auditor without navigating away from

the current page.
First Name The auditor’ s first name
Last Name The auditor’ s last name
MI The auditor’ s middle initial
Suf. The auditor’ s suffix
Emall The auditor’ s email
Phone The auditor's phone number
Enployee .
IDIName The auditor’ s employee ID

New Password

You are able to create a password for the new Auditor account. After creating
the password, you would then need to confirm the new password.

Must Chenge When this is enabled, your Auditor will be asked to change their account
Password_ a password the next time they log into KRMC.
Next Login

This feature allows you to copy the settings from another account to this new
Set Permission account. This provides a smple way to assign permissions and display settings
and Display for muitiple. To use this feature you must have an account (other then the SA
Settings From account) that has both Admin Permissions and Admin Display settings saved.
Profile Once those settings have been saved, refresh your browser and you should be

able to see the admin appearing in the list to choose.
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Create New Group

When you are on the Groups page you should notice at the top left side of the screen a circle witha
plus icon (on the Admins or Auditor pages it will be person icon with a plus sign).

Group List &8

Create Group
The Create New Group menu alows you to easily create a group without navigating away fromthe
current page.

Name The Group’s name, e.g., “Sales Department”

Description A short description of the group. e.g., “Northeast Territory”

Gererate . . :

Sarver ID The Server I1D allows you to assign Defender drives directly to a group.

The selected

administrator

below will be | Allows you to add administrators to the group. Administrators assigned to this
ableto group will be able to manage al devices associated with the group.

manage these

devices
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License Assignment

KRMC and Endpoint Protection licenses are applied automatically to devices based on which drives
communicated with KRMC recently. The licenses are assigned to drives that require one at the time of
the order. KRMC regularly checks drive validity to confirm that all drives have valid licenses if
available in your license pool. If adrive does not have a valid license and you have licenses available in
your license pool, you can manually assign a license in the Activel s lit.

To performthis, you will need to make sure you have both the KRMC and EEP validity columns
appearing (Edit View! s 1 will assist with this). Once appearing to you, you can now select the Plus
Icon associated with your drive(s) that you are looking to manually assist a license to.
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When you login to KRMC Hosted, you are autormetically directed to the KRM C Hosted dashboard.
The KRMC Hosted dashboard page provides you with a system overview displaying information such
as notifications from K anguru, the time of your last login, your devices, your licenses, and of any
successful, pending or failed actions, etc. The Dashboard is customizable so what is displayed may
appear different then what is in the image below. With that said, the default Dashboard view consists
of the following:

Account The general information regarding your KRM C Hosted account will

Informetion] « appear such as your Server 1D, Account Type, and Usable Licenses.
This chart shows the drive breakdown of all drives types that are on your

Device Types KRMC account. You are able to hover over each section to obtain the
exact number.

News New articles published by Kanguru.

The License Calculator alows you to determine how many licenses would
be required to manage all drives currently on your account. For more
information on this tool, please refer to the License Summaryl e | page.

Pending Actions This shows al pending actions on your KRMC accourt.

License
Calculator| s
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Account Information

Account Summary displays an overview of your KRMC Hosted account. It contains the following

informetion:
Email Address The email address of the account thet is currently logged into KRMC.
The status of the KRMC account. This includes: Super Administrator,
Account Type Regular Administrator, and Auditor. For more information on the different
account types, please refer to Admins, Auditors, and Groups] = .
Accourt Level Thisindicates if the account is Basic, Standard, Advanced, or Premium
Server ID The account-level Server 1D used to register devices to this account.
Your Last Login The date thet the current Administrator last logged into the console.
N””.”ber of The total number of devices registered with this accournt.
Devices
Total Unused The total number of KRMC and Endpoint Protection licenses available that
Licenses can be assigned to a device.
EE%K RMC The Number of KRMC licenses available that can be assigned to a device.
Unused_ Endpoirt The Number of Endpoint Protection licenses available that can be assigned
Protection .
: to a device.
Licenses
Number of The number of devices that are currently being used and communicating
Connected back to the server. Note: Devices running in offline mode will not
Devices report this information.
The number of devices that currently have expired licenses. Devices with
Devices with expired licenses will not be able to receive remote actions fromthe KRMC
Expired Licenses Hosted server. It is strongly recommended to assign a new license to any
device with an expired license.
Last Device The most recent date that a device communicated with the KRMC Hosted
Connection Date server.
The date when your is only available to Advanced and Premium KRMC
Cloud Pro Hos_ted accounts subscr_iption will expire. After the QIOLd Pro subscription
Expiration Date expires, al Regular Administrator accounts become disabled and all

devices are assigned to the Super Administrator. (Only visible if you have
KRMC Hosted Pro).
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The Devices Page provides you with options for viewing and managing your Defender devices. You
can navigate to the Active or Parked options by clicking on the icons or options on the navigation bar.

Displays all active devices on your KRMC accourt. You are able to send actions
Activel ] to selected devices, change device contact informetion, export the device list, etc.

Note: No Parked or Deleted devices appear in thislist.

Parked =) Displays all driyes that_ have been parked on your I_(RMC account. You are able
— to make the drives active again, export the device list, and more.
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The Active device page provides you with options for viewing and managing your Defender devices. A
device can be selected by using the checkbox on the left side colunn. If you are looking to select
multiple devices you can either check the boxes next to each device or select the checkbox on the title

bar.

Groups| «1

Allows the KRMC account to view all devices within the selected group.

Device Infol s

KRMC accounts are able to view device history and previously requested
SSPM codes. Note: This option is not available when multiple devices
are selected.

Mail| 1 Y ou can send an email from KRMC to the selected device(s).

, KRMC accounts with permissions are able to send remote actions to the
Add Action/ selected device(s).
Custom Devices are able to have settings customized if required. These settings
Settinasl =) would differ from those set from the Global Device Settings or Group
XHNGS! « Provisioning Profile.
Edit Selected20) The contact information and general device information is able to be

changed.

Custom Export/ ss

KRMC with the correct permissions are able to export the Device list for
auditing purposes.

Edit View/ss )

Provides the ability to change which columns are displayed on your Device
list.
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Groups

Groups, can provide the Super Administrator (SA) with increased control over permissions,
requirements, and customizations with their drives. |f your KRMC-Hosted account has groups, you
can sort your device list by selecting a group using the Groups button. Note: SA and Administrators
can view all devices and groupsif they have the permission " Can See All Devices' located
under Advanced Account Abilities. For more information on Admin permissions, please look at
Edit Admin Permissions| 7.

View All Displays all devices registered with this KRM C Hosted account in the Device List.
Displays a list of all devices assigned to that group inthe Device List. If your

Group account does have any groups, you can select the title "Groups' which will display
all groups which can then be selected.

Chapter 5 Device Page



Device Page 5

Device Info

Device Info provides basic information for each device in a three tab popup. Note: This option is not
available when nultiple devices are selected.

Actions This tab provides a list of the action history for the device. You are able to see
the action types, when the action was completed on (if it is still pending, it will be
indicated as such), and which admin created the action for the device. If the
action was an automatic action, it is response to settings provided through
Global Device settings or Group Provisioning Profile.

Logs This tab tracks all login attempts on your drive. Note: Thisonly tracks
instances where the drive is able to communicate with KRMC and does not
contain a record for any offline login attempts.

SSPM This tab provides the most recent SSPM code issued to the drive as well asthe
Codes current status of SSPM on the drive. If an end user is unable to receive the
SSPM emalls, we highly recommend checking email settings to determine if
emalils are being caught by the SPAM filters. If still no emails are coming
through, the admin will be able to provide the user the code from this location.
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Clicking the M ail button will open the Send Email window. Here you can send notification emails to
KRMC Hosted device user(s) and up to five CC’'d addresses.

Emails can be sent either from KRM C’ s default emailing service or the user’s

Email Server own custom SMTP server. If Custom SMTP Server is selected, then you will
need to fill out the required server information.
Email recipients are limited to end user email addresses found in either Contact
Send To Information associated with a registered KRMC Hosted device, or an SSPM
emall ID.
All users with This will send to all email addresses listed as Contact Info for a registered
contact info KRMC Hosted device.
All users with
SSPM email This will send to al associated Self Service Password Management email
updated in addresses.
system
oo PO | Tris will send to the el address lsted inthe Cortact Irfo for a sefected
. device.
Devices
Email Copy CC up to five additional email recipients. Copy email addresses do not need to
To be associated with a KRM C Hosted device or SSPM.
This allows you to attach afile to the email you are sending.
Upload aFile The max filg Sze aIIowgd for thisis 1I0MB
Supported file formets include: DOC, DOCX, EPUB, ZIP, GZIP, JSON,
PDF, TXT, JPG,, PNG, PSD, EPS.
Send Preview | Sends a preview email to the Admin that is currently logged into KRMC and
Emall drafting the emall.
Send Emall Sends the email to al recipients.
Show Shows alist of al the selected recipients (both email address and drive serial
Recipients number).
Cancdl The actions creation is canceled.
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Add Action

Add Action alows you to create an action that is executed on the selected drive managed by your
accourt. If you are looking to send this action to multiple drives, you can select the drives using the
checkbox on the left side of the device list. The actions available to the Regular Administrator (RA) is
dependent on their permissions as defined under Edit Admin Permissions|« |. For a full list and
description of actions available, please refer to Remote Action List/wzs .

If you are looking to send an action to al devices, please look at Global Actionses .

The default fields that will be available for you are as follow:

This allows you to select the action that you are trying to send to all devices

Select Action within this group. Note: Depending on the action selected, the fields below

may change.

Message A message is something that is displayed to the end user once the actions is
received by the device.

Notes This is an internal note about the action. This is not displayed to the end user.

By default, a new action is scheduled to execute the next time the device is

seen by the KRMC Hosted server. If you want to delay the action until later,

Run this action on you can select Run this action on specific date and time and set a future date
specific date and and time when the action can be executed. Note: A scheduled action may
time not occur at the exact date and time set here. The action will be executed

the next time the device communicates with KRMC Hosted after the
scheduled date and time.

Create This creates the action based on the options selected above.
Cancel The actions creation is canceled.
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Custom Settings

Custom Settings provides each drive the ability to have a security profile that is different then that set
by the Global Device settings or the Group Provisioning Profile. In general it is not recommended to
alter individual drive settings as it may lead to confusion with your predefined settings however if
needed you can. An example of this being useful would be if an employee would need to use your
device offline for an extended period of time. If you hover your mouse over the red icon, you will be
shown wheat the setting was prior to the change. For more information on the settings and options
available within this option, please refer to Global Device Settings! sc 1.
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Edit Selected

Edit Selected alows the Super Administrator (as well as other administrators with the ability to
manage the selected device) the ability to change basic information on the device withhn KRMC. The
options available to be atered are as follows:

B?r:;e This is the name that the device will appear as on KRMC.

Device This is the owner of the device. Thisiis the name of the Super Administrator

Owner (SA) account on KRMC.

Groups Tr_]is _vviII display the curren_t group that the devic_e is assigned f[o. You can use
this field to change the device to another group if you would like.

Notes Thisis an internal note section about this device.

Emall The email address that is to be associated with this device.

SSPM Emeil The Self- Service Password Management (SSPM) email address that has
been registered for this device.

Employee The . :

IDINaTe employee | D number for the user that the device has been assigned to.

Department The department that the device will be utilized in.

Deletel 52| This will delete a selected device from your KRMC accourt.
Parking a device will convert a device to a deactivated state where no

Pik@ licenses are consumed but the device is still on your KRMC to be brought
back at a later date.
This synchronizes the current contact informeation on the drives to display on
thisinterface. Thisis based on the last time the device was logged into.

Sync Note: If you have updated the information but the device has not
connected since that point, clicking Sync will result in your changes
being lost.

Update This Lpd_ates all the_device settings with the new information you have
inserted into these fields.

Close CI?ses the display regardless of whether information has been updated or
not.
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Delete Device

When a device is deleted from KRMC Hosted, it will no longer be remotely manageable, and all
actions and logs associated with the device will also be deleted. Any KRMC Hosted license assigned
to the drive will also be lost.

Deleting a device is only recommended if you are certain that the device will not need to be managed in
the future. Some situations where you would want delete a device from KRMC Hosted include:

¢ A deviceis no longer functional and cannot or will not be repaired.

¢ A device is being decommissioned due to age

o A device is permanently lost.

If there is any possibility that the device will be managed in the future then you should Park the device
instead of deleting it. Parking a device only temporarily places the device in an inactive state, allowing
it to be reactivated and managed by KRMC Hosted at a later time.

Clicking the Delete Device button will display the Delete Device dialogue in the Device Activity list.

e Click the Delete button to confirm removing the device and close the Device Activity List

e Click the Cancel button to keep the device registered with KRMC Hosted and return to the Device
Activity List.

Note: SA and Administrators can delete drives if they have the permission " Can Delete Drives
from KRMC" located under Advanced Account Abilities. For more information on Admin
permissions, please look at Edit Admin Permissions] 1.
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Park

Devices that have not been seen by the KRMC Hosted server for at least 18 months can be Parked.
Parking a device will temporarily exclude it from normal KRM C Hosted activity without removing the
device from the account. When a device is parked from KRMC Hosted it will not be assigned new
licenses, nor will it be remotely manageable but all actions and logs associated with the device will be
retained. Any licenses assigned to the drive when it is parked will be lost. Parking a device requires the
consumption of one parking license. Devices in this state are moved to the parked list within the Device
Page. Parking a device is recommended if there is a possibility that the device will be managed againin
the future.

If there is no possibility that the device will be managed in the future then you should consider deleting
the device instead of parking it.

Caution! If you want to park a device but you need to verify the device' s serial number, DO
NOT run KDM to find the serial number. Running KDM could make the device seen by the
KRMC Hosted server, in which case the device will no longer be valid for parking. Please use
the Kanguru Serial Number Display Tool to obtain the serial number. The Serial Number
Display Tool can be downloaded HERE.

Clicking the Park button will display the Park Device dialogue in the Device Activity list.

Y ou can specify how you wart the parked device to behave:

Park and Parks the device from KRMC Hosted but allows the user to continue using the
Allow Use device as normal.

Park and Parks the device from KRMC Hosted and prevents the device from being used.
Disable The device user is not able to login to a disabled device.

Park, DIsbIe | by s the devices from K RMC Hosted, deletes all data from the device and
and Delete all : .

data prevents the device from being used.

Park Parks the device from KRMC Hosted using the settings selected above.

Cancel The park action is canceled.

Note: SA and Administrators can park drivesif they have the permission " Can Park Drives
from KRMC" located under Advanced Account Abilities. For more information on Admin
permissions, please look at Edit Admin Permissiond 7.
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Custom Export

Within the Active device page, al accounts have the ability to export al or selected devices along with
all actions and device logs.

The defauit setting is to export all devices located on this page. Regular
Administrators (RA) will be able to export only the drives that they have the
permissions to manage. The option "Selected" limits the export to only the drives

Selected that have been selected using the checkboxes next to each drive. Note: An RA can
export all devices on the KRMC account if they have the permission " Can See
All Drives' located under Advanced Account Abilities. For more information
on Admin permissions, please look at Edit Admin Permissiond -« 1

CSV File The exported file will be exported ina CSV file formet.

g('g;oaz The exported file will be exported ina XLSX file formet.

Safeligt The exported file will be exported ina CSV file forrmt_however the d_rives Vendor

Export ID (VID) and Product ID (PID) have been altered to fit common device and
endpoint control applications (such as CrowdStrike).
The export will include all actions for all devices exported along with the Device
Logs which consist of the successful and failed login attempts on the devices. If you
export using the Microsoft Excel File formet, the export will only consist of one file
with multiple pages. If you export using the CSV or Safelist format, the export will

Include be in the form of a ZIP file containing: Device Logs, Devices, Pending Device

Actionsand | Actions, Successful Device Actions, and Failed Device Actions. Note: If thereare

Logs fields with no data, they will not be included in the export. For example, if
your account does not have any Failed Device Actions, your export will not
contain a Failed Device Actions page or file.
If not selected, the export will only include information within the Device Page

Export The exported file will be generated based on the information selected in the window.

Cancel The export action will be ended.
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Edit View

The Device List displays a list of devices belonging to the KRMC account or Group selected. Note: A
Regular Administrator (RA) can see all devices on the KRMIC account if they have the
permission " Can See All Drives' located under Advanced Account Abilities. For more
information on Admin permissions, please look at Edit Admin Permissions| ). The drives are
displayed in a series of colunns containing all informetion that K anguru gathers regarding the drives and
their usage to make managing them as simple as possible. To better customize the appearance to fit
your needs, you can use the option Edit View.

Columnsthat are shown by default are as follows:
Device Name | The name of the device assigned by UK LA, device setup, or KRMC Hosted.

Description A description of the device. The defauit description is the device' s name.

Last Thisis the date and time the server last communicated with this Defender device.
Connected

Hostname The name of the machine the device was last connected to.

The geographical location of the computer that the device was last connected to.
Last Location | The geographical location is an approximate location of the drive. The actual
location may differ.
Email The email address of the User that the drive belongs to.

, The Self- Service Password Management (SSPM) email address the User
SSPM Emal entered into the drive.

Additional colunns available are as follows:

Device Owner | The Super Administrator (SA) that the device is assigned to.
Device Model | This displays the model of the Defender device.

Verson The client version that the device last reported it was running.
Last Activity The last time the device communicated with KRMC Hosted.
ﬁlir;?tl)er The serial number of the physical device.

KRMC
Hosted
Validity
(days)
IP Address The | P address of the machine the device was last connected to.
Last EPP
Update

EPP Validity
(days)
Department The department that the drive or drive’s user belongsto.

gﬂgﬁ? The name and employee ID of the end user that the drive is assigned to.
Phone The phone number of the User or Administrator that the drive belongs to.

The number of days remaining on the device's KRMC Hosted license.

The date the drive was last updated with Endpoint Protection definitions.

The number of days remaining on the device' s Endpoint Protection license.
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Disabled Displays whether the device is currently disabled.

OBB Enabled | The current state of the On-Board Browser application on the drive.

Endpoint

Protection The current state of the Endpoint Protection application on the drive.

Enabled

Realtime This current state of the Real- Time Scanning setting on the Endpoint Protection
Scan Enabled | application on the drive.

Along with the colunn options, you also have three option:

Reset This resets your column selection to the KRMC defaullts.
Show All This displays al colunns in KRMC.
Hide All This hides all columns on KRMC.
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Parked

The Parked device page provides you with options for viewing all devices that you have parked on
KRMC. For information on how to park a drive and the feature, please click HERET . Within this
page you can select a device using the checkbox on the left side column. If you are looking to select
multiple devices you can either check the boxes next to each device or select the checkbox on the title
bar. In selecting a device, you gain access to mutiple options.

Allows the KRMC account to view all devices within the selected group.
Groups For more information on how to use Groups in the Device pages, please
refer to the Groups section on Active Devices located HERE| 4.

KRMC accounts are able to view device history and previously requested
SSPM codes. For more information on Device Info, please refer to the
Device Info section on Active Devices located HERE[ s 1. Note: This
option is not available when multiple devices are selected.

Deletes the selected device(s) from KRMC. For more information on
Delete deleting devices from KRMC, please refer to the Delete section on Active
Devices located HERE s .

Provides you the ability to bring a device back into the active list to be
managed.

Y ou can send an email from KRMC to the selected device(s). For more
Mail information on the Mail feature, please refer to the Mail section on Active
Devices located HERE[ s .

KRMC accounts with permissions are able to send remote actions to the
selected device(s). For devices within Parked, there are limited actions
available for the devices. These actions are limited to Enable, Disable, and
Disable and delete all data. For more information on actions in general,
please refer to the Add Action section on Active Devices located HERE[ 4 |

Device Info

Activate| 1)

Add Action

KRMC with the correct permissions are able to export the Device list for
Custom Export auditing purposes. For information on the export feature, please refer to the
Custom Export section on Active Devices located HERE] ss .

Provides the ability to change which columns are displayed on your Device
Edit View list. For information on the Edit View feature, please refer to the Edit View
section on Active Devices located HERE s |

Chapter 5 Device Page



Device Page 5

Activate Parked Drive

When selecting a parked device from the Parked Device List, there is an option to activate a the
selected device(s). This option requires the consumption of one KRMC Hosted license per drive you
are looking to activate. In activating a device, it becomes able to be managed (able to receive remote
actions).

Reactivate Actives the device so it is able to managed once again. This will reguire a
KRMC license thet is currently not assigned to any drive.
Cancel The activation process is canceled.
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The Actions Page alows the currently logged in Administrator to review the history of actions sent to
devices they own. From here you can view alist of al pending actions, successful actions, and failed
actions, and also create a global action that will be sent to every device that you manage.

To switch between each view, click on one of the tabs located at the top of the page:

Pending Actions &) QIISIQI/IVSC y|<_)|t(1) ;? e:j/ig\cmcg:fjc;:rration on all pending actions within the
Successful Actions] e Q'g&’/l"sé yﬁ‘é;oe;j’f‘:c"’cgffr:[ matfon onal Dendfng actfons Wfthfn the
Failed Actionsles Q'g’ll’/l"z yﬁ‘ég)eé"z‘c'\'cgfﬂ @'On on all pending actlf)ns Wlfhlh the
Creste Global Actiong e lef: tr:oizgtg:: gL ;a]t(?tlons to be sent to al devices within the

Within each view you will see these default columns along with more:

Action Type | The type of action to be executed.
Target Device | The device that the action will occur on.

Notes Internal facing notes provided at the time the action was created.
Message The message that will be displayed to the device user when the action is executed.
Schedule The earliest date that the action is set to occur.

The Administrator that originally created the action. Note: Automatic Actions are
system generated actions for enabling specific end user features like Creating
Admin Password, Custom Settings (Reprovision), Salf-Service Password
Management (SSPM) related actions. Although these are not created
explicitly by an admin, server-side changes by the admin may trigger these
management actions on your managed drives.

Created By
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Pending Actions

Pending Actions contains a list of actions that are currently waiting to be executed. Once a drive
communicates with KRMC Hosted, it will receive any actions that are scheduled on the pending list.
Once received, the device will execute the action.

Action Type The type of action to be executed.
Target Device The device that the action will occur on.
Notes Internal facing notes provided at the time the action was created.

M The message that will be displayed to the device user when the action is
J executed.

Created At The date and time an action was created.
Schedule The earliest date that the action is set to occur.

The Administrator that originally created the action. Note: Automatic Actions
are system generated actions for enabling specific end user featureslike
Creating Admin Password, Custom Settings (Reprovision), Self-Service

Crested By Password Management (SSPM) related actions. Although these are not
created explicitly by an admin, server-side changes by the admin may
trigger these management actions on your managed drives.

Y ou can delete a pending action by clicking on the delete action icon located in

Action the Action column, removing it from the pending actions queue and preventing

it from being executed.

Y ou can delete all pending actions for every device assigned to you by clicking onthe Delete All
Actions. You can delete selected actions by using the check box on the left side of each action then
select Delete Selected Actions. Note: Some actions are critical to a device' s operation and
manageability and cannot be deleted.
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Successful Actions

Successful Actions contains a list of actions that were successfully executed on the target device.
Actions on this page cannot be deleted. There is an additional Date of Completion column in
Successful Actions that records the date and time that the action was executed.

Action Type The type of action to be executed.

Target Device The device that the action will occur on.

Notes Internal facing notes provided at the time the action was created.

M The message that will be displayed to the device user when the action is

J executed.

Created At The date and time an action was created.

Schedule The earliest date that the action is set to occur.

ggtrfggtion The date and time an action was reported as completed to KRM C Hosted.
The Administrator that originally created the action. Note: Automatic Actions
are system generated actions for enabling specific end user featureslike

Created By Creating Admin Password, Custom Settings (Reprovision), Self-Service

Password Management (SSPM) related actions. Although these are not
created explicitly by an admin, server-side changes by the admin may
trigger these management actions on your managed drives.
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Failed Actions

6

Failed Actions contains a list of actions that have failed. A common reason for why an action fails is if
a device has an expired license, or if an incorrect administrative password was used when attempting to
run a Change User Password action. There is an additional Date of Failure colurm in the Failed
Actions that displays the date and time when the action failed.

Action .

Type The type of action to be executed.

Target The device that the action will occur on.

Device

Notes Internal facing notes provided at the time the action was created.

Message | The message that will be displayed to the device user when the action is executed.

g:eated The date and time an action was created.

Schedule | The earliest date that the action is set to occur.

D"’?te of The date and time an action was reported as failed.

Failure
The Administrator that originally created the action. Note: Automatic Actions are
system generated actions for enabling specific end user featureslike Creating

Created Admin Password, Custom Settings (Reprovision), Self-Service Password

By Management (SSPM) related actions. Although these are not created explicitly

by an admin, server-side changes by the admin may trigger these management
actions on your managed drives.
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Global Actions

Create Global Action alows you to create an action that is executed on all devices managed by your
account. Creating a global action creates individual pending actions for every device that you manage.
The actions available to the Regular Administrator (RA) is dependent on their permissions as defined
under Edit Admin Permissions| 1 |. For a full list and description of actions available, please refer to
Renote Action List] 125\

The defauiit fields that will be available for you are as follow:
This allows you to select the action that you are trying to send to all devices

Select Action within this group. Note: Depending on the action selected, the fields below
may change.

Message A message is something that is displayed to the end user once the actions is
received by the device.

Notes This is an internal note about the action. This is not displayed to the end user.

By default, a new action is scheduled to execute the next time the device is
seen by the KRMC Hosted server. If you want to delay the action until later,

Run this action on you can select Run this action on specific date and time and set a future date
specific date and and time when the action can be executed. Note: A scheduled action may
time not occur at the exact date and time set here. The action will be executed

the next time the device communicates with KRMC Hosted after the
scheduled date and time.
Create This creates the action based on the options selected above.
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The Admin M anagement Page allows you to view and edit Administrator, Auditors, and Groups
created by your Super Administrator (SA) account. Note: Thisis not available for Basic KRMC
Hosted accounts and Standard KRMC Hosted accounts will have limited access.

To view the different accounts in each level, click on one of the options in the navigation bar:

Adming =) AIIows_ you to view all adrrinistrators on thg K_RMC Hosted comparny account
- and edit informetion, permissions, and restrictions.

Auditors| 77 Allows you to view and edit all auditor accounts on KRMC Hosted.

Allows you to view al groups withihn KRMC Hosted. You are able to edit
information within the group and send actions to all drives associated with it.

Groups & |

Onthe pages: Admins, Auditors, and Groups there are options at the top left of the section to change
the view of the page as well as add a new AdmirvAuditor/Group.

The default viewing method is a more visual based display designed to make navigation and
understanding easier. The second mode is more of a list-based mode. This is less visually impactful and
displays all the information in a more traditional KRMC based formeat. |f you would like to learn how
to set the defauit visual method, please click HERE] vl

For steps on how to create an Admin, please click HERE] = 1

For steps on how to create an Auditor, please click HERE] s ).
For steps on how to create a Group, please click HERE] «7 .
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Admins

v

The Admins list provides a list of Administrator. For more information on Administrators, please click
HEREl» . Note: The Super Administrator (SA) and Regular Administrators (RA) are able to
view all administrators. RAs are able to view themselves and any group(s) that they are

assigned.

Each Administrator account has the following actions available:

Allows the administrators the ability to edit general information about their
Edit Admin account such as Name, Email, and Phone Number. The SA and Administrators
Informetion| es] | with permission have the ability to perform other actions as well such as
enable/disable an account or assign a group to the account.
Edit Admin The SA and Administrators with permission have the ability to add or remove
Permissions| ] | permissions that an RA has on the platform
Edit Admin The SA and Administrators with permission have the ability to add or remove
Disolavl 2 pages on KRMC that an RA has accessto. Additionally, you are able to
DY indicate which page should be the first page seen by the account when logged in.
m‘f Thisis only available for the SA account. This allows the SA to change the SA on
= their account to a different email or RA.
C to
Super Thisis only available for the RA account(s). This allows the SA or RA to change
Administrator the SA on their account to a specific RA accourt.
[

Clicking on any of these action buttons will display the selected information in the area to the right.
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Edit Admin Information

Edit Admin Information allows you to change information such as name or email address of the selected
administrator. Additionally, you are able to add a profile picture for the administrator and change
whether the selected account is an Admin or is changed to an Auditor. Y ou are able to alter many of
these items for your own account by selecting Edit Profilel -/ at the top right side of your screen.

To change the profile picture, you will need to select the image and left click. From here, a window will
appear alowing you to choose from an image located on your computer. Note: You may need to
refresh your browser for the image to appear after selected.

First Name The admin’ s first name
Last Name The admin’s last name

Ml The admin's middle initial
Suf. The admin’s suffix

Email The admin's emall

Phone The admin's phone number
mﬁ The admin's employee ID

Admin/Auditor | This allows you to switch the account role between an Admin or an Auditor.
Cansee

When enabled alows the administrator to view any unassigned devices. If

gr:/fg‘ed disabled the administrator will only see devices assigned to them.

Set New You are able to create a password for the new Admin account. After creating
Password the password, you would then need to confirm the new password.

Must Chenge | \ynen this is enaboled, your Admin will be asked to change their account
Password af password the next time they log into KRMC

Next Login '

Set Permission | Thisfeature allows you to copy the settings from another administrator to this
and Display new administrator account. This provides a simple way to assign permissions
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and display settings for muitiple administrators. To use this feature you must

Settings From have an apcognt (other then the SA account) that has both Admin Permissions

Profile and Admin Display settings saved. Once those settings have_ been Si\{ed,_
refresh your browser and you should be able to see the admin appearing in the
list to choose.

Save Saves all changes made within this menu.

Delete Ddgt% the account rom KRMC Hosted. Note: Deleted accounts cannot be
retrieved after deleted.

Close The window closes.
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Edit Admin Permissions

Edit Admin Permissions allows you to change the permissions for any account on KRMC. KRMC
provides the ability to alter most settings within the console providing you the ability to make accounts
function the way youwant. Note: If you are looking to use the feature * Set Permissions and
Display Settings From Profile” , you must set the permissionsin this section as well as Edit
Admin Display for at least one Regular Administrator (RA) before use.

Account Access

The Account is enabled and able to be accessed. Note:
Account Enabled The option will change automatically if " Account
Disabled" is selected.

The Account is disabled and unable to be accessed. Note:
Account Disabled The option will change automatically if " Account
Enabled" is selected.

Account Permissons

The administrator account is only able to see drives that
has been assigned to a group the account is added to. This

Can See Only Drives Assigned to will provide a limited access to drives. Note: The option
Administrator Groups will change automatically if " Can See Drives Assigned
to Administrator and Super Administrator Groups" is
selected.
The administrator account is only able to see drives that
Can See Drives Assigned to has been assigned to a group the account is added to. This
Administrator and Super Administrator | will provide a limited access to drives. Note: The option
Groups will change automatically if "Can See Only Drives

Assigned to Administrator Groups' is selected.

The administrator account can edit device information for
drives that the administrator is able to manage.

The administrator account can send actions to drives that
the administrator is able to manage. Y ou can use the drop-
down to select and unselect actions that the admin is able
to perform. Note: You are not able to unselect action
types if the pernission "Can Create Any Action For
Drives" is selected.

The administrator account can send any action to drives
that the administrator is able to manage. If you are looking
to limit the types of actions that your admin can send, you
must first unselect this option before you can change the
actions available to this account in the permission "Can
Send Actions to Drives'.

The administrator account can view the most recent SSPM
Can View SSPM Codes code sent for a drive that the administrator is able to
manage.

Can Edit Device Information

Can Send Actions to Drives

Can Create Any Actions For Drives
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Can Send Emails

The administrator account can send emails to the users of
the drives that the administrator is able to manage.

Can Export Device List

The administrator account can export the device list.
Nate: Thiswill only contain the information for drives
that the administrator is able to manage.

Advanced Account Abilities

Give Super Administrator Permissions

This setting when enabled, provides the ability to use any/all
of the options below. In previous version of KRMC, this
was called the Global Device Administrator. It is highly
recommended that you only provide access to those
accounts that need them as this can limit the SA's ahility to
control the account.

Can See All Drives

The administrator account can see all drives on the KRMC
account without limitations of what groups drives are in.

Can Send Actions to All Drives

The administrator account can send any action to all drives
on the KRMC account without limitations of what groups
drives are in.

Can Create Any Global Action for
Drives

The administrator account can send any action to all drives
on the KRMC account as a Global Action without
limitations of what groups drives are in.

Can Park Drives

The administrator account can park eligible drives on the
KRMC account.

Can Activate Park Drives

The administrator account can activate parked drives on
the KRMC account. Note: A valid KRMC license is
required for a drive to be moved to Active from Parked.

Can Delete Drives from KRMC

The administrator account can delete any drive from
KRMC account.

Can Create and Edit Administrators

The administrator account is able to create and edit other
administrator accounts (not including the SA account).

The administrator account is able to create and edit auditor

Can Create and Edit Auditors

accounts.

The administrator account is able to create and edit groups.
Can Create and Edit Groups This includes which drives are assigned to a group and

provisioning settings.

Can Edit SAML Settings

The administrator account edit the SAML settings on the
KRMC account.

Can Edit SSPM Email Domain Whitelist

The administrator account can edit the SSPM and Contact
whitelist settings on the KRMC account.

Can Edit Event Export

The administrator account edit the Event Export (SIEM)
settings on the KRMC account.

Can Edit AD Service Integration Sync

The administrator account edit the AD Integration Device
Disable setting on the KRMC account.

Can Manage File Audit Natifications

The administrator account edit the File Audit View settings
on the KRMC account.
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Edit Admin Display

Edit Admin Display allows you to change what pages are viewable for your Regular Administrators
(RAS). Inaddition to choosing which pages are viewable to your RAS, you can aso choose which
page your RAs see when they first log into KRMC. Note: If you are looking to use the feature

“ Set Permissions and Display Settings From Profile” , you must set the permissionsin this
section aswell as Edit Admin Permission for at least one Regular Administrator (RA) before use.
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Change Super Administrator

KRMC only has one Super Administrator (SA) account. With that said, there are options available if
needed to change the account that is considered the SA account. Note: You must be logged in asthe
SAin order to changethe SA.

Method 1: Change to Super Administrator
1. If you have a Regular Administrator (RA) that you are looking to prompt to the SA level, you
can select the option “Change to Super Administrator” that is associated for that RA accournt.

2. Once selected, you will receive a popup asking for you to corffirm that you would like to make
this RA the new SA. If you select “Update and Save’, your RA account will be converted to
be the new SA and the original SA will be converted to be an RA.

Method 2: Change Super Administrator
1. If you are looking to change the SA account to an email currently not associated with an RA

or Auditor account, you can use the option “Change Super Administrator” that is associated
with your SA accourt.

2. Once you select this option you will be presented with a display stating “This functionality
will either upgrade an existing user to Super Administrator or create a new Super
Administrator. If an existing account is used, the current SA will take the role of the
switched user. Once this change is done, you will be logged out of KRMC.”.
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This functionality will either upgrade an existing user to Super Administrator or create a new Super
Administrator.If an existing account is used, the current SA will take the role of the switched user.
Once this change is done, you will be logged out of KRMC.

Email:

* CHANGE SUPER ADMINISTRATOR * CANCEL

3. Youwill need to add the email address that you would like to use asthe new SA. Note: If
you are choosing a new account to be the SA, the new account will use the same
account password asthe original SA. This password can be changed with a password
reset if you would like.

Note: You can also use Method 2 by selecting you Account lcon[z 1 at the top right of the screen
and select “ Change Super Administrator” .

Method 3: Edit Admin Information
1. If youarelogged into KRMC as the SA you can use the option Edit Admin Information on
the SA account to change the accourt first name, last name, and email address. Note:
Using this method is not recommended if you are looking to use an email address
associated with a different account. If you are looking to perform that, we would
recommend either Method 1 or Method 2.
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Auditors

The Auditors list displays a list of Auditors created in KRMC Hosted. Auditors are allowed (by
defauit) to view all devices, groups, and events within KRMC Hosted. The Auditor account actions are
limited solely to exporting logs and reports. For more information on Auditors, please click HERE] = \.

Each Auditor account has the following actions available:

Allows the administrators the ability to edit general informetion about the auditor
Edit Auditor accourt such as Name, Email, and Phone Number. The SA and Adminisirators
Informationl 1 | with permission have the ability to perform other actions as well such as
enable/disable an account or assign a group to the account.

Edit Auditor The SA and Administrators with permission have the ability to add or remove
Permissions 11 | permissions that the auditor has on the platform

Edit Auditor The SA and Administrators with permission have the gt_)ility to add or remove
Disolavloa] pages on K_RM C that the auditor has accessto. Additionally, you are able to _
DY indicate which page should be the first page seen by the account when logged in.
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Edit Auditor Information

Edit Auditor Information allows you to change informetion such as name or email address of the
selected auditor. Additionally, you are able to add a profile picture for the auditor and change whether
the selected accourt is an auditor or is changed to an admin. Y ou are able to alter many of these items
for your own accourt by selecting Edit Profile] -1 at the top right side of your screen. HERE.

To change the profile picture, you will need to select the image and left click. From here, a window will
appear alowing you to choose from an image located on your computer. Note: You may need to
refresh your browser for the image to appear after selected.

First Name The auditor’ s first name

Last Name The auditor’ s last name

Ml The auditor’ s middle initial

SUf. The auditor’ s suffix

Email The auditor’ s emall

Phone The auditor’ s phone number

:ESK:%?: The auditor’ s employee ID

Admin/Auditor | This allows you to switch the account role between an Admin or an Auditor.
Set New You are able to create a password for the new auditor account. After creating
Password the password, you would then need to confirm the new password.

Must Chenge When this is enabled, your auditor will be asked to change their account

Password at : )

Next L ogin password the next time they log into KRMC.

Set Permission | Thisfeature allows you to copy the settings from another auditor to this new
and Display auditor account. This provides a simple way to assign permissions and display
Settings From settings for muitiple administrators. To use this feature you must have an
Profile account that has both auditor Permissions and auditor Display settings saved.

Chapter 7 Admin Management Page



Admin Management Page V4

Once those settings have been saved, refresh your browser and you should be
able to see the auditor appearing in the list to choose.

Save Saves all changes made within this menu.

Delete Dele_tes the account from KRMC Hosted. Note: Deleted accounts cannot be
retrieved after deleted.

Close The window closes.
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Edit Auditor Permissions

Edit Auditor Permissions allows you to change the permissions for any account on KRMC. KRMC
provides the ability to alter most settings within the console providing you the ability to make accounts
function the way youwant. Note: If you are looking to use the feature * Set Permissions and
Display Settings From Profile” , you must set the permissionsin this section aswell as Edit
Admin Display for at least one auditor before use.

Account Access

The Account is enabled and able to be accessed. Note:
Account Enabled The option will change automatically if " Account
Disabled" is selected.

The Account is disabled and unable to be accessed. Note:
Account Disabled The option will change automatically if " Account
Enabled" is selected.

Account Permissons

The auditor account is only able to see drives that has been
Can See Only Drives Assigned to assigned to the Super Administrator group. Note: The
Super Administrator Groups option will change automatically if " Can See Drives
Assigned To All Groups' is selected.

The auditor account is only able to see all drives on the
KRMC Hosted account. Note: The option will change
automatically if "Can See Only Drives Assigned to
Super Administrator Groups' is selected.

The auditor account can view the most recent SSPM code
sent for a drive that is on KRMC

The auditor account can export the device list. Note: This
will only contain the information for drives that the
auditor is able to see based on the setting " Can See
Drives Assigned To All Groups'.

The auditor account can export the action list. Note: This
will only contain the information for drives that the
auditor is able to see based on the setting " Can See
Drives Assigned To All Groups'.

The auditor account can export the event list. Note: This
will only contain the information for drives that the
auditor is able to see based on the setting " Can See
Drives Assigned To All Groups".

Can See Drives Assigned to All Groups

Can View SSPM Codes

Can Export Device List

Can Export Action List

Can Export Event List
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Edit Auditor Display

Edit Auditor Display allows you to change what pages are viewable for your auditor. Inaddition to
choosing which pages are viewable to your auditor, you can also choose which page your auditor see
when they first loginto KRMC. Note: If you are looking to use the feature “ Set Permissions and
Display Settings From Profile” , you must set the permissionsin this section aswell as Edit
Admin Permission for at least one auditor before use.
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Groups

The Groups list on KRMC, displays all groups on your account. Groups, can provide the Super
Administrator (SA) with increased control over permissions, requirements, and customizations with
their drives. This can occur by specifying which Regular Administrators (RA) are allowed to manage
the drives. Additionally, it provides the ability to give each group alternative settings to the SA Global
Device Settings (as long as the settings are dtrict if not stricter then the SA Global Device Settings).
For more information on Groups, please click HERE ).

Each Group is listed with the following informetion:

Group Name | It is recommended to create a descriptive name for your Groups to make them
easlly recognizable.

Number of The number of devices assigned to this Group.

Devices
Server ID This is an optional item that if generated allows drives to be registered directly to the
group. |f the group does not have a Server 1D, the SA (or RA with the correct
permissions) can select the plusicon to generate an 1D.

In addition to the information provided on the groups, there are three management features also
available.

Edit Group Edit group alows you to modify the group name, description, generate a Server
Informetionl=:1 | ID, administrators, and drives associated with the group.
Allows you configure default settings sent to all drives within the Group. These

%%{sm settings must be as strong if not stronger then the settings on the Global Device
— Profile set by the SA.

Group Add group action provides the ability to send all devices on within this group an
Action] &7 action.
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Edit Group Information

Super Administrators (SA) and Regular Administrators (RA) with access can change a Group’s
information by clicking the Edit Group Information button.

Edit Group Informetion change modify the following:

N The name of the group that is displayed both on the groups page but as well on the
ame C o
Device List.
Description The desc_ription of the group. This is not visible anywhere except for Group Edit
I nformation.
If your group does not already have a Server ID generated, you can enable this
Generate option and select Save. This will automatically generate a Server 1D for this group.
Server ID If your group already has a Server 1D, this option will not be able to be toggled.
Noate: Server IDs are not able to be deleted after being generated.
Y ou are able to select as many or as few RA accounts you would like to manage
Select/Search these drives. If no RA is selected, 'Fhe drives in this group will onI_y_ be able to
Administrators managed by the SA or by an RA with the Advanced Account Ability of "Can See
All Drives®. For more information on Advanced Account Abilities, please click
HERE[ .
Select/Search | This allows you to select which drives are in your group. Note: Drives are only
Administrators | allowed to be in one group.
Save Saves all changes made within this menu.
Delete Deletes the group from KRMC Hosted. Note: Deleted groups cannot be
retrieved after deleted.
Close The window closes.

Chapter 7 Admin Management Page




Admin Management Page

Chapter 7 Admin Management Page



Admin Management Page V4

Edit Provision Profile

Edit Provisioning Profile provides each group the ability to have a security profile that is used as the
standard configuration for all devices registered within this this group. These profiles must meet the
minimum requirements set by the Global Device Settings. When a change is made to a setting within the
Global Device Settings, the greenicon to the right of each option will turnred. 1f you hover your
mouse over the red icon, you will be shown what the setting was prior to the change. For more
informeation on the settings and options available within this option, please refer to Global Device

Settu@% .
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Group Action

Group Action will send an action to all drives within the group. The actions available to the Regular
Administrator (RA) is dependent on their permissions as defined under Edit Admin Permissions] -2\, For
afull list and description of actions available, please refer to Remote Action Listl 126 .

The default fields that will be available for you are as follow:

This allows you to select the action that you are trying to send to all devices

Select Action within this group. Note: Depending on the action selected, the fields below
may change.

Message A message is something that is displayed to the end user once the actions is
received by the device.

Notes This is an internal note about the action. This is not displayed to the end user.
By default, a new action is scheduled to execute the next time the device is
seen by the KRMC Hosted server. If you want to delay the action until later,

Run this action on you can select Run this action on specific date and time and set a future date

specific date and and time when the action can be executed. Note: A scheduled action may

time not occur at the exact date and time set here. The action will be executed
the next time the device communicates with KRMC Hosted after the
scheduled date and tine.

Create This creates the action based on the options selected above.

Cancel The actions creation is canceled.
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The Licenses Page allows you to view and manage your KRMC Hosted device licenses. You can
navigate to the various options by clicking on the icons or options on the navigation bar.

L icense The License Summary page displays a low-level overview of the current
Summand =) status of any KRMC Hosted, Endpoint, Parking, Life Planner, and USB to
SUMTAY = Cloud Licenses regjistered with this K RMC Hosted accourt.

Orders| o | Allows you to manage your license purchases directly from the web console.
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License Summary

The License Summary page displays a low-level overview of the current status of any KRMC
Hosted, Endpoint, Parking, Life Planner, and USB to Cloud Licenses registered with ths KRMC

Hosted account.

For KRMC Licenses and Endpoint Protection Licenses, you are provided the following breakdown:

Devices Requiring a License
immediately

The number of devices which currently do not have a valid
license.

Total Usable Licenses

The number of licenses available to be assigned to devices.
These licenses are currently not assigned to any device.

Devices With Licenses
Expiring

This information can be used to help determine when you need
to purchase more licenses. It is good practice to always have
enough licenses available to replace any licenses set to expire
within 30 days.

For Parking Licenses, you are provided the following breakdown:

Total Usable Licenses

The number of licenses available to be assigned to devices.
These licenses are currently not assigned to any device.

Number of Parked Licenses The total number of parked licenses that have been used on this
Used KRMC Hosted accourt.
This is the total number of active drives (drives that have not
been deleted or parked) that are eligible to be parked at this
Devices €ligible to be parked time. Drivesthat are considered eligible to be parked are

drives that have not communicated with KRMC in 18 months
or more.
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For Life Planner Licenses, you are provided the following breakdown:

Total Usable Licenses

The number of licenses available to be assigned to devices.
These licenses are currently not assigned to any device.

Apply License

This button allows you to see al devices that are compatible
with the Life Planner application that do not currently have an
active Life Planner license assigned to it. Y ou are able to either
select a drive from the drop down that appears to you or you
can upload a CSV file containing the Vendor 1D (VID),
Product ID (PID), and Serial number of the drive(s).
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For USB to Cloud Licenses, you are provided the following breakdown:

This button allows you to see all devices that are compatible
with the USB to Cloud application that do not currently have an
active USB to Cloud license assigned to it. You are able to
either select a drive from the drop down that appears to you.

Apply License
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Y ou can easily figure out the number of licenses you will need to purchase in the future by entering a
time frame into the license calculator located at the bottom of the License Summary page and then
clicking the Calculate button. Additionally, KRMC now provides the option for Co-Terming. If you
would like to co-term your account, you can select the date you would like to set your co-term until
and an email will be sent to Kanguru Customer Success. A member of the Kanguru Customer Success
team will then reach out to you after an account review.

Important! Newly imported KRMC Hosted and AV Licenses are automatically assigned to the
most recently used (communicated with KRMC Hosted) active device without a valid license.
KRMC Licenses cannot be manually assigned to specific devices.
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Orders

The Orders page will allow you to view any orders that were processed on your account and displays
the number of each license purchased with that order. I mportant! Newly purchased KRMC Hosted
and AV Licenses are automatically assigned to the most recently used (communicated with
KRMC Hosted) active device without a valid license. KRMC Licenses cannot be manually
assigned to specific devices.

All orders displayed on this page are able to be exported either by selecting the check box next to
specific orders and selecting "Export” or if you want full order list exported, then simply selecting
"Export" with no check boxes selected. All exports on this page are in CSV formet.
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The Settings Page provides you with options for viewing and configuring KRMC Hosted system
settings. Y ou can navigate to the various settings by clicking on the icons or options on the navigation
bar.

Global Device Allows you configure default settings sent to all drives on your KRMC
Settingl o | Hosted accourt.

N otifications m) Allows you to change what and how events are displayed within the
- events bar.

Adminigtrative Allows you the ability to change the Administrative Password for KRMC
Settings i Hosted as well as enable addiitional features such as 2FA.

Allows you to alter general settings within the server such as date and
time, date formét, etc.

Automatic emails utilize a template which have the ability to be edited as
the Admin would like or even have new ones created.

Displays K anguru Support contact information as well provides access to
the User Guide and the Provisioning Tool.
Release Notes Displays the most recent release notes for the version of KRMC Hosted.

Server Settings| s

Email Templates]117]

Helpful Infol sl
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Global Device Settings

The Global Device Settings are available to the Super Administrator (SA). It is a security profile that
is used as the standard configuration for all devices registered within this KRM C Hosted accourt.
KRMC Hosted Advanced and Premium accounts have the ability to have groups and each group can
have their own device settings profile. Note: Basic KRMC Hosted Accounts will not have access to
the Global Device Settings.

KRMC Hosted devices must adhere to the Global/Group Device Setting. Administrators may
corffigure separate device settings for individual devices and Groups, but these profiles must meet the
minimum requirements set by the Global Device Settings. When a change is made to a setting within the
Global Device Settings, the greenicon to the right of each option will turnred. 1f you hover your
mouse over the red icon, you will be shown what the setting was prior to the change.

Any changes made to the Global Device Settings will create the following actions all applicable devices:

Reprovision This is a combination of Password Constraints and Security Settings
located under the Password tab and Offline Access located under the
Connection Settings tab on the Global Device Setting. The Reprovision
action will provide the values for items such as minimum number of
characters in a password.

Advanced Reprovision This is the Advanced Settings options located under the Advanced Settings
tab on the Global Device Setting. Additionally, Proxy Settings located
under the Connection Settings tab on the Global Device Settings are within
this action. The Advanced Reprovision action will provide the state that
the settings should be in as well as if it is enabled then which settings to

alter.
Sdlf Service Password | The SSPM setting is located under the Password tab on the Global Device
Management Setting. The Self Service Password Management action will provide the
state that the application should be in.
Enable/Disable This setting is located under the A pplication tab on the Global Device

Onboard Browser Setting. The Enable/Disable Onboard Browser action will provide the
state that the application should be in.

Enable/Disable AV This setting is located under the A pplication tab on the Global Device
Setting. The Enable/Disable Antivirus action will provide the state that the
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application should be in as well as if it is enabled then which option for

Realtime Scanning should be selected.

Configure App This setting is located under the Advanced Settings tab on the Global
Launcher Device Setting. The Configure App Launcher action will provide the state

that the setting should be in as well as if it is enabled then the name of the

application that the services to use.

IP/DomainMac This setting is located under the Connection Settings tab on the Global

Control Device Setting. The IP/Domain/Mac Control action will provide the state

that the setting should be in as well as if it is enabled then which settings to

utilize moving forward.

Enable/Disable USB to | This setting is located under the A pplication tab on the Global Device

Cloud Setting. The USB to Cloud action will provide the state that the
application should be in as well as if it is enabled then which services to
use.

Pending Actions

B DELETE ALL ACTIONS

(]  Action Type Target Device
IP/Domain/MAC Control Defender Elite
Configure App Launcher Defender Elite
Enable/Disable AV Defender Elite

Self Service Password
Management

Defender Elite

Advanced reprovision Defender Elite

Reprovision Defender Elite

Click on the Update and Save button to update the security policies for each device the next time they
are seen by the KRMC Hosted server.

If adeviceisinagroup other then the default SA group, no actions will be sent to those devices. If the
new Global Device Settings minimum requirements cause groups to no longer be in compliance,
Groups will need to have their settings changed manually.
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There are four tabs/sections within the Global Device Settings containing different settings in each.
Here is a breakdown of the settings that are in section.

Password

Change Password at Next Login - If selected, the user will have to
change their password the next time they successfully login to their
device.

Password Length (8 - 15 characters) — The mandatory minimum
number of characters a password must contain to be valid.

Expiration Frequency (none, 30, 60, 90, 180, 360 days) — How
often the system will force the user to change their user password.

M inimum Upper case/L owercase/symbols/Numbers (0 - 5) — The
minimum number of upper- and lower-case letters, symbols and digits a
valid password must contain.

Enforced Password History (none, 1 - 10) - The number of previously
used passwords that may not be accepted as your current password. A
higher number discourages users from alternating between severd
CommMoN passwords.

Login Attempts Allowed (3 — 15 attempts) - The number of times a
user canincorrectly enter their password when attempting to login to the
drive. A warning message will appear to inform the user when they have
one attempt remaining.

Format Device - The device will autometically formet itself if the user
exceeds the number of allowed password retries. This will erase all admin
settings and user data stored on the device and reset the device to the
factory default settings.

Timeout - The device will automatically activate a timeout period if the
user exceeds the number of allowed password retries. The user will have
to wait for the timeout period to pass before they are allowed to attempt
entering a password again.

Disable Device - The device will become disabled if the user exceeds
the number of allowed password retries. The device user will be unable
to login to their device or access the device' s secure partition again urtil it
is enabled by an ‘ Enable Device' remote action.

Timeout Value (1 Min,2Min, 5Min, 10 Min, 30 Min) - How long
the timeout period is. If the user exceeds the set number of password
retries, the user will have to wait this long before they are allowed to
enter a password again.

USB Timeout (30 Min, 1 hr, 2 hr, 4 hr, No timeout) - This allows the
admin the ability to set anidle timeout period where by if the device is not
used for a specific period of time, then the drive will auto-unmourt.

Note: The default setting is 1-hour.

Password Constraints

Security Settings
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The Self- Service Password Management feature allows the user to reset
their own login password for a managed Defender device. Users must
register an email address so that a password reset e-mail can be sert to
the user.

Enable and Force - Enable SSPM and force the user to register an e-
mail the next time they use their device.

Enable But Defer - Enable SSPM but allow the user to register an e-
mall at a later time.

Disable - Disable SSPM, preventing users from resetting the password
on their device. If the user forgets their password, the only method of
recovery is for the device administrator to creste a * Change User
Password’ action for the device.

SSPM

Connection Settings

Create alist of IP Ranges or Domains or MAC addresses that you will
either alow or restrict your devices to access KRMC Hosted from. You
can include multiple IP Ranges, Domains, or Mac addresses to the list.
Enable Access Control - Check this box to enable |P/Domairn/Mac
control.

Functionality - Select whether |P/Domair/Mac control will allow or
deny certain I P ranges, Domains, or Mac addresses.

Allow all Except (blocklist) - When selected, all devices will be

allowed to access KRMC Hosted unlessiit is located under any of the IP

ranges, Domains, or Mac addresses listed.

Deny all Except (safelist) - When selected, only devices that are

located under any of the IP ranges, Domains, or Mac addresses listed
will be able to access KRMC Hosted.

Access Cortrol

Settings Control based - Select whether you want |P/Domair’Mac Control to be
based on IP Range, Domain or MAC Address.

I P Range - If you are looking to add an |P Range, enter the information
into the fields provided. After entering the informetion select the “ADD”
button directly underneath. After selecting “ADD” your range will appear
under allowing you to add additional 1P ranges if you would like. [f you
choose to remove the range, you can use the “DELETE’ button that
appears for you.

Domain List - If you are looking to add a Domain, enter the informetion
into the fields provided. After entering the informetion select the “ADD”
button directly underneath. After selecting“ADD” your range will appear
under alowing you to add additional domains if you would like. If you
choose to remove the range, you can use the “DELETE” button that
appears for you.

Chapter 9 Settings Page



Settings Page 9

M ac List - If you are looking to add a Mac address, enter the
informetion into the fields provided. After entering the information select
the “ADD” button directly underneath. After selecting“ADD” your
range will appear under allowing you to add additional Mac addresses if
youwould like. If you choose to remove the range, you can use the
“DELETE" button that appears for you.

Enable Access Control - Check this box to enable Proxy settings.
Proxy Address - This location you will enter the IP address or Proxy
server name that you will be using.

Proxy Type - Select from the drop-down the proxy type that isto be
used. Our devices support HTTP, SOCK 4, and SOCK S5

Proxy Username - If you Proxy service requires the usage of a

Proxy Settings username, you can enter it here. If your Proxy service does not require
any username, then this can be left blank. Note: This username will be
sent to all drives.

Proxy password - If you Proxy service reguires the usage of a
password, you can enter it here. If your Proxy service does not require
any password, then this can be left blank. Note: This password will be
sent to all drives.

Allow offline access (Unlimited, 1-100 Logins) - If unselected, the
device user will not be able to login to access the device' s secure
partition if the computer the device is connected to does not have internet
access. When selected, the device user will be able to access the

device' s secure partition when there is no internet access. The number of
logins on computers without internet access can be set as 1 login up to
100 logins. If “Unlimited” is selected, the device user will lways be able
to login to the device, regardless of internet access.

Offline Access

Applications

Enable/Disable Endpoint Protection — This option allows you to

enable or disable the Endpoint Protection on the Defender device. Note:

This can only be set for user devices running KDM client version

5.6.6.2 and later. If you Enable Endpoint Protection, you are then able

Endpoint Protection | to determine how the real-time scan works. Y ou have three options:
powered by Enable Real-Time Scan — Real- Time Scanning is enabled however the
Bitdefender user scan disabled this at their choosing.

Disable Real-Time Scan - Real- Time Scanning is disabled and the user

is unable to enable it.

Force Real-Time Scan - Real- Time Scanning is enabled and the user is

unable to disable it.
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Enable/Disable Onboard Browser - This option alows you to enable
or disable the On-Board Browser (OBB) application on the Defender
device. Note: Thiscan only be set for user devices running KDM
client verson 5.6.5.4 and later.

Onboard Browser

Enable USB to Cloud - This option allows you to enable or disable the
USB to Cloud application on the Defender device. If USB to Cloud is
enabled, you are then able to select which backup service you allow.
USB to Cloud Services that are compatible with USB to Cloud are as follows: Amazon
S3, Baidu, Box, Dropbox, Googdle Drive, Mega, NAS (using WebDAV
or DAS), OneDrive, OneDrive for Business, Sharefile by Citrix, Y andex
Disk.

Advanced Settings

Enable Advanced Settings - This setting allows you to enable one or
more of these settings under Advanced Settings. If this setting is disabled,
no setting enabled within this section will be enabled.

Allow Force Unmount - Enable this feature to allows you to unmount
devices even if an application is still accessing data on the secure partition.

Suppress pop up messages and warnings - Enable this feature to
prevent any device messages that do not require any user interaction from
being displayed, i.e. pop-up messages that only have an*OK’ button.
Pop-up messages that require user input will still be displayed.
Additionally, this feature to prevent the warning message that usually
shows when a drive is improperly disconnected from being displayed.
Unmount security partition at user logoff - When selected, the secure
partition will autometically unmount when the user logs off the computer
the device is connected to.

Advanced Settings Unmount security partition at hibernate / sleep - When selected, the
secure partition will autometically unmount if the computer the device is
connected to enters hibernate or deep mode.

Enable Write Protection (Defender 2000/3000 devices) - The
Defender 2000 and 3000 devices do not have a physical write protect
switch option but rather a software write protect option. Enabling this
setting will turn on the wrrite protect feature, making the Defender 2000
and 3000 a read-only device. The device user will not have the ability to
turn the write protect feature off.

Disable Logging - The Defender drive keeps atrack of itsinternal
working in encrypted log files on the user's computer. These logs do not
store any user data like files/folders, are never sent autormetically to
Kanguru, and contain only internal information related to K anguru
application. This action helps you enable/disable the drive's logging
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feature. Note: that disabling drive logs might inhibit our ability to
help you troubleshoot technical issues.

Show Contact Information - The Customer Info section alows you to
configure whether the device user’ s contact informetion is displayed when
logging into their Defender device. By default, no information is shown.
Enable show customer info to allow contact informetion to be displayed
when logging in to the device. Y ou have two options for informetion that
can be displayed.

Show limited customer info at KDM client login screen - The user’s
name and telephone number are displayed.

Show full customer info at KDM client login screen - The user’s
name, telephone number, e-mail and department informetion are

displayed.

Device App Launcher

Configure App Launcher - This section is where you can configure a
device to auto-execute an application stored on the device. The Auto Run
feature will execute every time the device' s end user successfully logs into
their drive and mounts the device' s secure partition. If the file name is
entered incorrectly or if the file does not exist on the drive, the end user
will receive the following error message: “The process set for auto
acquisition failed to start. File not found.”
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The Notification page determines which events appear within Eventsl izl aswell. Note: Basic KRVIC
Hosted Accounts will not have access to the Notification.

There are three status options for event types:

Off Events that have been set to Off will not be displayed within the Events page.
On Events that have been set to On will be displayed within the Events page.
High Events that have been set to High will be displayed within the Events page.
Additionally, email notifications can occur to select email addresses.
Event Descriptions
Devices Added to A device has been added to a group.
Group
Devices Rermoved A device has been removed from a group.
from Group
Succaﬁilliﬁ RMC An Administrator successfully logs into KRMC Hosted.
M ultlra)::?igre]vlc&s A new remote action is created for multiple devices.
&EC&S;LE RMC An Administrator successfully logs out of KRMC Hosted.
Dac/llce State The status of a device changes between Active and Disabled.
License Assigned | A KRMC Hosted license has been assigned to a drive.
License Renewed | A KRMC Hosted license has been renewed on a drive.
License Expired A KRMC Hosted licenses assigned to a drive has expired.
AV License : . :
Assigred AnAYV license has been assigned to adrive.
AV License An AV license has been renewed on a drive.
Renewed
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AV License . . : .
Expired AnAV licenses assigned to a drive has expired.
Send Mall An admin sends an emall to a device user using KRMC Hosted.
Admin Created An Administrator has been created.
Auditor Created An Auditor has been created.
Admin Deleted An Administrator has been deleted.
Auditor Deleted An Auditor has been deleted.
Admin Permission . .
Updated Permissions for an Administrator has been changed.
Auditor Pernission The display options for an Administrator has been changed.
Updated
Admin Display .. .
Updated Permissions for an Auditor has been changed.
Auditor Display . , .
Updated The display options for an Auditor has been changed.
Admin Updated An Administrator has been edited.
Auditor Updated | An Auditor has been edited.
Group Updated A group has been edited.
Global Settings The Global Device Settings have been updated. The new settings will
Updated appear in Info.
Group Device The Group Device Settings have been updated. The new settings will
Settings Updated | appear in Info.
SA Cf | The Super Administrator (SA) for the KRMC Hosted account has been
changed.
Export | nformetion from KRM C Hosted has been exported.
Device Déeleted A device has been deleted fromthe KRMC Hosted accourt.
Device Settings . : .
Updated The settings to a drive have been edited.
Device Updated The application on a drive has been updated to the latest version.
Delete All Actions | All pending actions for a drive(s) has been deleted.
AD Disable: The
drive was disabled
because the OWNer's | e is disabled due to an Active Directory disable action,
account in Active
Directory was
disabled
New IFr'I'fiA“d't A new file has been logged within File Auditing,

The Super Administrator (SA) is also able to have automatic e-mail alerts sent to up to five emall
addresses with triggers.

E-Mail Triggers
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e Email Me When a High Priority Itemis Logged
e Email Me When Account Contains No Licenses inthe Next 30-days
¢ Email me when a disabled device tries to connect

To enable emall feature:

1)
2)
3)

4)

Select any/all email trigger options.
Navigate to “Email for high priority item” and select the field provided.
Enter an email address in the field provided. If you are looking to have muitiple email

addresses added, separate each one with a semicolon “;”.
Select the Update and Save located at the bottom right of the screen.

@& Email me when a high priority item is logged
@I Email me when account contains no licenses in the next 30-days
@X Email me when a disabled device tries to connect

Email for high priority item: | o ouru@kanguru.com
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Administrative Settings

Administrative Settings allows you to create or change the Administrative Password. The
Administrative Password is a system-wide password that is required when creating security sensitive
actions like Change User Password. Click on the save button to create or change the Administrative
Password. Creating or changing the Administrative Password will create a new action for all devices
registered with this KRMC Hosted account. Note: If “ Hide Device Message” is enabled, the users
will not receive any notification from the Defender that the action was received.

With KRMC Hosted Premium, Super Administrators (SA) also have additional options available to
themwithin Administrative Settings.

Force 2 Factor Authentication for Administrators logging into KRMC Hosted.

0 When enabled, all current admins will be required to log into KRMC Hosted using both their
login password as well as an authentication code delivered by e-mail or with Google
Authenticator. Any new administrators created while this option is enabled will also be required
to loginwith 2FA. The default 2FA methodology setup utilizing this option is e-mail however if
you want to change this to Google Authenticator for individual accounts, please click HERE 0.

o Important! If you disable “ Force 2 Factor Authentication” from the Administrative
Settings Tab, it will only prevent new administrators who are created after thisoption is
disabled from having to use 2FA during login by default. Any administrators that
previoudy had to login with 2FA will still have to do so. To disable the requirement for an
administrator to login using 2FA, it must be manually disabled for the individual
administrators.

Require Administrative Password when creating an action to Change User Password on a managed
Defender drive.
0 When enabled, all administrators with permissions to performa Change User Password action
will be required to enter the Administrative Password before the action can be sert to the user.
o Note: Thiswill require all administratorsto know that the Administrative Password is as
it will not be unique per administrator.

Create a Disable action for drives that have not checked in with the server within a predefined period.
0 When enabled, after a predefined period of time elapses since the Defender has last
communicated with KRM C Hosted a disable action will be autometically generated for the
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device. Usersreceive two emails during this process with the first being 10-day prior to the
event occurring and the second being 1-day before the event occurring.

o Note: If you have drivesthat have not completed the setup process yet and the SA
chooses, these drives can be skipped for this disable feature.
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Server Settings

9

The Server Settings page allows you to view and change some server level settings. Note: Some
settings are only available based on your KRMC Hosted Account type.

General Server Settings such as date and time formeats and whether updates are pushed to
Settings] 1] your drives are located within General Server Settings.

E-mail Dormain KRMC Hosted administrators can specify a@l dom_ain(s) to redtrict errail

“Whitelistl addresses used for both SSPM and Contact information from the domain(s)

listed.

Event Export/..]

KRMC Hosted events can be sent to alog server of your choosing.

SAML Settings 12| | Setting that allows you to log into KRMC Hosted using SSO.
Light or Dark This allows you to set the visual theme of KRMC Hosted between a light or
Model s3] dark theme.
Data Visualizetion | This alters the defauit view of data within KRMC Hosted from a more
Mode] 1.2 graphical view to a more standard list based view.

AD Intearation AD Integration syncs diglbleql users V\_/ith_Defender drive_ﬁ based on email
DJ—evice Disablel 1) adqlress !f auserin Actlve I;)wectory is disabled, any drive that metches
- their email address will be disabled.

File Audithm) This allows you to set which File Auditing events appear within the File

Auditing section.
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General Server Settings

KRMC Hosted provides the ability to ater general settings on the account such as Date and Time
formats. Hereisafull list of the settings available.

Device Information
Updated From

Select how device informeation is synched with KRMC.

Information is read from the device and updated in KRMC.
Device | Any changesto device information made directly through the
device will override information saved in KRMC.

Informetion is read from KRMC and updated to the device.
Server Any changes made to device information in KRM C will
override the informetion saved on the device.

Download Drive

When selected, every time a device communicates with KRMC, KRMC

Xﬁt?)artrii cally checks the drive version and downloads any updates autometically.
Set the Time zone that you want your KRMC account set in. All your
scheduled actions and events will occur and be recorded based on the
Time zone Time zone that your KRMC account is set to. If you change your timezone
to a different one, only events after that change will be represented in that
new timezone.
Set the Date formeat that you want your KRMC account set in. All your
Date Formeat scheduled actions and events will occur and be recorded based on the
Date format that your KRMC accourt is set to.
N avigation Bar This _sets the_state of_ the Igl‘t sidfa navigation bar to either Auto- Hide_or _
Auto-Hide remain showing. This setting will also be set from the top of the navigation

bar.
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E-mail Domain Whitelist

Self Service Password Management (SSPM) is an optional feature available on most Kanguru
Defender devices. SSPM is an automated email service that provides device users with a secure
method for resetting a device' s password remotely, without any intervention froma KRMC Hosted
administrator.

KRMC Hosted administrators can specify email domain(s) to restrict SSPM setup and or the user
contact email address to an email address from the domain(s) listed. Whitelisted domains can be added
one at atime, up to 10 domains in total. Valid entries can be specified as ‘ mycompany.com’, or

* .mycompany.com without the quotes. I mportant! If no domains are specified, then end users
will be able to use any email address.

SSPM E-mail Domain Whitelist

Specify email domain(s) below to restrict SSPM setup for your end users only to email addresses from the domain(s) listed here. One
domain at a time and up to 10 domains in total can be added.If this field is blank, end users can set up SSPM with any ema
address. Valid entries can be specified as ‘mycompany.com’, or *. mycompany.com’ without the quotes.

Domain | +ADD |

Contact E-mail Domain Whitelist

Specify email domain(s) below to restrict contact email setup for your end users only to email addresses from the domain(s) listed
here.One domain at a time and up to 10 domains in total can be added.If this field is blank, end users can set up any ema
address. Valid entries can be specified as ‘mycompany.com’, or *. mycompany.com’ without the quotes.

Domain | +ADD |

Note: Kanguru Defender Devices being registered for SSPM require a minimum version of
KDM v5.1.3.4 or later. Kanguru Defender HDDs and SSDs are currently not supported.
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Event Export (SIEM)

KRMC Hosted Premium accounts have the ability to export events recorded by KRMC Hosted to a
customer’s SIEM server inreal time. Exporting to Splunk, Graylog, and to a generic Syslog server is
supported in the current KRMC Hosted release. Events that are exported to such a server are located

within the N otificationl:es] options located under the Setting Pagel s 1.

Note: Sysog server exportswill be unencrypted. Splunk and Graylog exports will be encrypted.
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SAML Settings

If you are using Active Directory (AD) based Single Sign On (SSO) using Security Assertion Markup
Language (SAML), KRMC Hosted administrators can use this option to sign-in to their KRMC
Hosted account. SAML Settings must be configured and saved to allow administrators to login using
the SSO URL for authentication through their own SAML supported AD service. Note: SAML is
only available in the KRMC Hosted Advanced and Premium.

Y ou can choose to Allow administrators to login using KRMC, SAML only, or Both. This setting
allows you to choose how administrators on KRM C Hosted are able to log into KRMC Hosted.

KRMC Requires admins to utilize their KRM C Hosted login credentials and does not utilize
Hosted Only | SAML. All attemptsto utilize SAML will result in the login failing.
AD

Requires al Regular Administrators (RA) to only login utilizing SAML. All attempts

Federation " e
SAML Orly to utilize standard KRM C Hosted login will fail.

Allows the administrator the ability to choose which login type they would like to
Both use. Note: The SA will always be able to use both regardless of which option

is selected.

For steps on how to connect KRMC Hosted to your OKTA, please click HERE.

For steps on how to connect KRMC Hosted to your Microsoft Azure, please click HERE.

For steps on how to connect KRMC Hosted to your Microsoft Active Directory Federation Services,
please click HERE.
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Light or Dark Mode

KRMC Hosted provides the ability to alter the visual theme between a Light or Dark mode. To alter
the theme you can either use the option located in Server Settings or by using the option located within
the Account Settings/ = 1 icon located at the top right of your " display.

Use dark theme
P& Autohide left menu
o 9 I:: Edit Dashboard
I

Note: If you are on KRMC Hosted Advanced or Premium, this setting will only impact your
account and will not impact the appearance for your secondary administrators or auditors.
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Data Visualization Mode

KRMC Hosted provides the ability to ater the method in which data is displayed by default on Admin
Managementl /1. There are two visualization options:

Visual Mode: This mode as seen below is more visual based to make understanding and navigation
simplified.

List Mode: This mode as seen below is less visually impactful and displays all content in a more
traditional list formet.
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AD Integration Device Disable

KRMC Hosted Premium accounts have the ability to utilize the AD Integration Device Disable feature.
AD Integration syncs disabled users with Defender drives based on emeail address. If a user in Active
Directory is disabled, any drive that matches their email address will have a Disable action autometically
created for it. For steps on how to install and setup Kanguru Active Directory Service (KADService),
refer to Kanguru Active Directory Setuplso).

There are two options:
e Create Disable Device Action
e Create Disable Device and Reset For New User Action

AD Integration Device Disable
AD Integration syncs disabled users with Defender drives based on email address.If a user in Active Directory is disabled, any drive
that matches their email address will be disabled.

Enable AD Integration sync

Action type(s) created when email is marked as inactive

Create disable device action

| ® UPDATE AND SAVE |
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File Audit

KRMC Hosted Premium accounts have the ability to utilize the File Auditing feature. When this feature
Is used, KRM C will receive file monitoring updates from active Defender devices reporting file
modifications. For more information on File Auditing, click HEREll. This setting provides you the
ability to selecting which events you wart to view within the File Auditing Page on KRMC. Note: File
Auditing is only available with Premium KRMC Hosted accounts and on devices with KDM
version of 5.6.7.5 or newer.
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Email Templates

KRMC Hosted provides the ability to create and edit email templates for use using the Enills6
feature. Pre-existing emall templates are sent automatically when an action triggersit. For instance, if
an administrator/auditor has failed its login multiple times, its account will then be locked. At that poirt,
the Account Reactivation email template will be autometically sent to the account ermail.

Y ou also have the ability to create email templates. Manually generated termplates are unable to be
triggered to be automatically sent however if you select one or muitiple devices in the Devicesl+ 1, you
will be able to select that newly created email template.

Automatic Email Triggers provide the ability to edit not only the body of the email but also allows you
to utilize the following variables:

e product_type name
e User name_and_email
e user_fullname

o user_firstname

e user_lastname

e user_emall

e User id

e user_right

e user_phone

e user_employee id
e confirmation_url *

Allows you to select which email template you would like to alter. Additionally,
you can select “Create New” to generate a new email template.
Email Subject | Allows you to alter the subject line for the email.

Select Emil

Email Title Provides the ability to alter the look of the template using HTML.
Emeail Body ]?thows al the content in the email itself allowing you to make changes as you see
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Helpful Info
The Helpful Info page provides links to download KRMC Hosted User Manual and the Cloud

Provisioning Tool. Additionally, this also provides access to the K anguru Support phone number and
business hours.
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Release Notes

The Release Notes page provides access to al release notes on the latest update to KRMC Hosted.
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The Reports page provides access to al events on KRMC Hosted and any messages that are sent
fromus. By selecting Reports you will be brought directly to the Events page on KRMC Hosted.
Note: Basc KRMC Hosted Accounts will not have access to the Reports Pages.

The Events page displays all events that occur within your KRMC Hosted company

Events[:2] | account and is a good location to see all events that have occurred for the history of the

KRMC Hosted account.

The Messages page displays all messages from Kanguru to your KRMC Hosted

Messades | pocount. These messages range from important updates to KRMC Hasted to Kanguru
123 News.
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Events

The Events page displays all events that occur within your KRMC Hosted company account. Note:
Basic KRMC Hosted Accounts will not have accessto the Events Page. Informeation within Events
includes:

This is the date in which an evert is reported. This date format will match the formeat
Date onyour account. For information on how to change this formet, refer to Server
Settingssce.

Thisis the time in which an event is reported. This time will match the timezone on
your account. The time reported on events cannot be altered. If you change your

Time timezone to a different one, only events after that change will be represented in that
new timezone. For informetion on how to change this format, refer to Server
Settings oe.
E This will provide you the specific event itself such as Successful Login or Action
vent Created.

The Drive name(s) that the event occurred on will be displayed here. If an actionis
Target created for multiple drives, then the even in the list will display the drive names
involved.

I nformetion regarding the event will appear here. Informetion such as setting
changes on the server or or custom setting changes for the specific drives will be

Irfo displayed within this location. If informetion within the display appears cutoff, you
can move your mouse ove it to display the remaining information.
Crg;ted This will provide you the specific account that created the evert.

Y ou can configure what type of events appear and how they show by using the options in the
N otifications! 1os| page located under Settings.

All events displayed on this page are able to be exported using the Export option at the top left of the
page. If you want to export more then what is displayed on your screen, meke sure to select the check
box on the column title bar.Y ou will be notified of new events once you log into KRMC Hosted by
looking at the top right of the screen. If the events icon has ared circle on it then there is an unread
event waiting for you. The red circle should contain a number inside indicating how many unread
events you currently have unseen. For more information on the icons at the top right of the screen,
please refer to Account Activity Icons| 2 .

If you are looking to have all of your evernts exported to your SIEM server, please click HERET e
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Messages

The M essages page displays all messages from Kanguru to your KRMC Hosted account. Note:
Basic KRMC Hosted Accounts will not have access to the Messages Page. These messages range
from important updates to KRMC Hosted to Kanguru news. All messages displayed on this page are
able to be exported using the Export option at the top left of the page. If you wart to export more then
what is displayed on your screen, make sure to select the check box on the columm title bar.

M essages have two statuses in Read or Unread. If amessage is unread there will be an indicator next
to or ontop of the message. Messages do not auto-meark turn to the unread status if you select the
message and you will need to select the button “Mark Read” next to each message. If you warnt to
undo marking a message as read or unread, you can use the button to the right of the message.
Alternatively, you can use the check boxes to the left of each message to select one or more messages
and merk as either “Unread” or “Mark Read”.

Y ou will be notified of new messages once you log into KRMC Hosted by looking at the top right of
the screen. If the Message icon has a red circle on it then there is an unread message waiting for you.
The red circle should contain a number inside indicating how many unread messages you currently have
waiting. For more informeation on the icons at the top right of the screen, please refer to Account

Activity Iconslz .
2 Po n

Note: If you select the Message icon then click out of the windows, the indicator that tells you
messages are waiting will disappear. Thiswill reappear to you when you go to your next page.
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KRMC File Auditing works in conjunction with the registered devices on your KRMC accourt.
Informetion regarding the files stored on your drives is sent to KRMC where it can then be viewed and
exported asneeded. Note: File Auditing is only available with Premium KRMC Hosted
accounts and on devices with KDM version of 5.6.7.5 or newer.

The File Auditing page contain general information regarding the device(s):

Devi The name of the device assigned by UK LA, device setup, or KRMC
evice Name
Hosted.
Serial Number The serial number of the physical device.
Device Owner The Super Administrator (SA) that the device is assigned to.
FileNo The number of files that has been reported for that device.
Last Comnected '(:l'g/sléz the date and time the server last communicated with this Defender
Hostname The name of the machine the device was last connected to.
IP Address The I P address of the machine the device was last connected to
The geographical location of the computer that the device was last
Last Location connected to. The geographical location is an approximete location of the
drive. The actual location may differ.
Fi This allows you to look at the information gathered for the files reported
ilelcon .
for the device.
Export Export will generate a CSV file with containing all of the informetion in the
column displayed on this list for all devices.
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If you click the File Icon associated with a device, a popup will appear providing al gathered
information on the files on the devices. This includes:

Path This is the file name and full storage path on the device.
Status The status of the file is an action that has occurred. This includes
Deletion, Creation, Read, and Write.
Size This is the size of the file.
) The first date in which the file was reported to KRMC as being on this
Fist Info device
Thisis the last/most recent date in which this file was reported to KRMC
Last Info ) . i
as being on this device.
Export Export will generate a CSV file with containing all of the information in
P the column displayed on this list for all files.
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M essage

Send a notification message to be displayed on the device host’s

computer.
Create alist of IP Ranges or Domains or MAC addresses that you will
either alow or restrict your devices to access KRMC from. You can
include multiple |P Ranges, Domains, or Mac addressesto the list.
Erable Access Cortrol Check this box to enable IP/Domain/Mac
control.
Select whether |P/Domairn/Mac control will
Functionality allow or deny certain I P ranges, Domains, or
Mac addresses.
When selected, all devices will be allowed to
Allow all Except access KRMC unlessit is located under any
(blacklist) of the IP ranges, Domains, or Mac
addresses listed.
When selected, only devices that are located
. under any of the IP ranges, Domains, or
|P/ Domain / Deny all Except (SAelis) | \1 ¢ adidresses listed will be able to access
M AC Control KRMC.

Select whether you want | P/Domain/Mac

Corntrol based Corntrol to be based on IP Range, Domain
or MAC Address.
Select whether you wart the newly added IP
Range, Domains, or Mac addresses to either
New Values append or overwrite the existing list of

allowed or blocked IP
Ranges'Domains/M ac addresses.

Add IP Range, Add
Domain, and Add MAC
Address

Depending on whether control is based upon
IP Range, Domain or MAC Address, this
entry will be either *Add IP Range', ‘Add
Domain', or ‘Add MAC Address .

IP Range

Enter the start and end of the IP range that
you wish to allow or deny.

Enable Device

Remotely enable a device that had been disabled by a ‘ Disable Device'

remote action.

Disable Device

Remotely disable a device. Administrator settings are not affected by this
action. The device user will be unable to login to their device or access
the device' s secure partition again urtil it is enabled by an * Enable Device’

remote action.

Delete All Data
and Disable
Device

Delete all the data stored on the device, and then disable the device.
Administrator settings and stored data are not affected by this action. The
device user will be unable to login to their device or access the device's
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secure partition again urtil it is enabled by an * Enable Device' remote
action.
Change the device' s user password.
New Password Enter the new user password for the device.
Enter the new user password again to
Corfirm Password confirm the password. This p_aSSNOrd must
Change User match the p_aSSNord entered inthe New
Password I Password field.
Administrative Enter the KRMC Administrative Password.
Password
er MLt Crange When sefected, the user will be forced to
Lagin change their password after their next login.
Gives the Defender device user the ability to manually reset their Defender
login password. In the event that the Defender login password is lost or
forgotten, the user can reset their password without resetting the device
and regain access to their data. If a device user forgets their password
and self-service password management is enabled, all they need to do is
click the ‘Forgot Password’ button at the Defender’ s login window and a
password reset code will be sent to their designated email ID. Once they
enter this reset code, they will be able to setup a new login password and
access their data again.
Enable the self-service password
management feature on the drive and activate
Self-Service Enable and Force it immediately by requiring the user to
Password provide an e-mail address where the
M anagement password reset code can be sernt.
(SSPM) Enable the self-service password
management feature on the drive but allow
the user to provide their e-mail address at a
Erable but Defer Iater_time. Note: Smply enabling self-
service password management does not
allow the device user to reset their
password. SSPM must be activated by
providing a valid e-mail address.
Disable the self-service password
Disable Password Reset rmnagement fefature._ The Forgot
Password” option will not be available on
the Defender login window.
This action is designed specifically for reprovisioning a managed Defender
Reset for New drive for a different end User. The_ Reset for New User acti_on will delete
User all user data and contact information from the previous device owner,
while retaining information critical to device managemert, i.e.,
Administrator Password, KRMC status, AV license info, proxy settings
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and access control restrictions. Note: A Reset for New User action can
only be created for devices running KDM client version 4.0.9.4 and
|ater.

This option allows you to enable or disable the USB to Cloud application
on the Defender device. Note: Thisaction can only be created for
devices running KDM client version 5.6.5.4 and later. If USB to
Enable / Disable Cloud is enabled, you are then able to select which backup service you
USB to Cloud alow. Servicesthat are compatible with USB to Cloud are as follows:
Amazon S3, Baidu, Box, Dropbox, Google Drive, Mega, NAS (using
WebDAYV or DAS), OneDrive, OneDrive for Business, Sharefile by
Citrix, Yandex Disk.

This option allows you to enable or disable the On-Board Browser
(OBB) application on the Defender device. Note: This action can only
be created for devices running KDM client version 5.6.5.4 and later.

Enable / Disable
Onboard Browser

Gives the Defender Bio-Elite 30 drives the ability to use or not use the
Autoscan feature on the drives.

When enabled, KDMBIo only needs to be run
once on a supported Windows PC or Mac to
register at least one fingerprint. Afterwards,

Enable Autoscan you will be able to access the secure storage
. partition using only a fingerprint scan. Y ou
Enable / Disable will only need to run K DMBio to configure or
Reset Autoscan manage EPP, KRMC, SSPM, or fingerprints.
Fingerprint When disabled, the device is running in

standard mode. Y ou will be required to run
KDMBIo to access the secure storage
partition. Since KDMBIo is always needed in
this configuration, the drive will only work on
a supported Windows PC or Mac. Thisis
typically only recommended for devices
managed using KRMC.

Disable Autoscan

This option allows you to enable or disable the Bit Defender End Point
Protection (EPP) application on the Defender device. Note: Thisaction
can only be created for devices running KDM client version 5.6.6.2
and later. If you Enable EPP, you are then able to determine how the
real-time scan works. 'Y ou have three options:

ISl e et Time Soan | Re Time Scanningis enabled however the
user scan dlsablegl th!s a’F thelr choosing.

Disable Real-Time Scan E?Ja'nagg‘teomﬁ's disabled and the user

Forc-e ReaI-TirrTe- Scan ::?Jalna-lk;:gfosdﬁzggtls enabl.ed and .tr-ue user

coio Drcbie | Pt I = ket e PR

with KDM version of 5.6.7.5 or newer.
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When enabled, the Defender device will start
sending information to the KRM C-Hosted
Enable File Audit account regarding the files stored on the
device. This information can be seen on the
File Audit page on KRMC.

When disabled, no information on the files
Disable File Audit stored on the Defender device is sent to
KRMC-Hosted.

This action forces a full upload of all files on your Defender drives be sent
Full log Upload to KRMC to be viewed with File Audit. Note: File Auditing isonly
request File Audit available with Premium KRMC Hosted accounts and on devices with
KDM version of 5.6.7.5 or newer.
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Kanguru Hosted Premium accounts have the ability to integrate their Active Directory (AD) accounts
with KRMC. [n performing this integration, you are able to sync the user accounts with the email
addresses assigned to each of your driveson KRMC. If auser onyour AD has been disabled, this
service will indicate to KRMC of this change and any drive with that email address assigned to it will
autometically have one of two actions generated for it.

The options available are as follows:
¢ Create Disable Device Action
e Create Disable Device and Reset for New User

In order to use this feature you will need to ensure that each user onyour AD has an emall entered into
their properties. Without this completed, our service will not be able to send the email address to
KRMC if the account is disabled. Additionally, you will need to install the Kanguru AD Service
(KADService) on a system on your Domain that will always be running.  This requirement is so the
service can continue to check for user updates at al designated times. K ADService can be
downloaded from our support site at: https//kanguru. zendesk.convhe/en-us/articles/29413143106189.
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Prepare your KRMC Account

Before installing the Kanguru AD Service (KADService), you need to turn on the setting to enable
connectionto KRMC.

1. Loginto your KRMC account by visiting KRMC Hosted .

2. Onthe left-hand side, go to the navigation bar and click “Settings’.

3. Under the Settings panel, open your server settings by clicking “Server Settings’.
4

. Navigate to the bottom of the page by scrolling to the section labeled “AD Integration Device
Disablef s,

Click the option to “Enable AD Integration sync”.

o

6. If you click on the “Action type(s) created when email is marked as inactive”, you will have 2
options to choose from.

6.1.Create disable device action: Disable a device when its owner’ s accourt is disabled in
Active Directory.

6.2.Create disable device and reset for new user: Disable the device and reset it for use by a
new owner when the previous owner’ s accourt is disable in Active Directory.

7. When you are satisfied with your choices, click the “Update and Save” button below the
Settings.

AD Integration Device Disable
D Integration syncs disabled users w th Defender drives based on email address.If a user in Active Directory is disabled, any drive

hat matches :I'e'i' em

Enable AD Integration sync

Action type(s) created when email is marked as

Create disable device action

. & UPDATE AND SAVE .

Prepare your domain connected Windows Workstation

After KRMC is configured to listen for activity, we need to meke sure all the software necessary is
installed on your workstation.

Y ou will need to install Visual C++ Redistributable, please install this application:
https.//aka.ms/vs/17/release/ve_redist.x64.exe
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Installing the Service

Kanguru provides a Windows Service that needs to be installed to report disabled AD user’s emall
addressesto KRMC. The informetion is sent encrypted and only email addresses are sent to KRMC.
Once the event is processed, al information leaves the server and waits until it receives a new evert
after the set time configured.

o W NP

The service can be downloaded via compressed folder from the:

Save the compressed folder as desired and unzip the folder.

Run a PowerShell terminal as Administrator.

Navigate to the directory of the K anguru Service you recently decompressed.
Inside you will find "K ADServiceConfigTool.exe" and "K ADService.exe'.

W] KADServiceConfigTool.exe

E] KADService.exe

Using your PowerShell terminal, navigate to the K ADService directory using a change
directory command.

a. For example: “cd C\Users\<<username>\Downloads\K ADService’
b. Or use*“Set-Location -Path * C:\Users\<username>\Downloads\K ADService'”

We are going to add the KADService.exe as a service on this computer by running the
command “New- Service -Name K ADService —Description “K anguru Solutions Active
Directory Sync Service” -BinaryPathName <path to KADService.exe>".

Y ou should see an output thet says the service named “K ADService” is stopped, the meansthe
service was successfully installed.

At this point you can see the service when you open the Service Management window in your
OsS.

Chapter 13 Kanguru Active Directory Setup



Kanguru Active Directory Setup 13

10. Now we will configure the K ADService using the K ADServiceConfigTool

11. Navigate to the KADServiceConfigTool folder in your decompressed folder.
12. Double-click the executable K ADServiceCortfigTool.exe to launch the tool.

%9 KADServiceConfigurationTool — O X

Active Directory

AD Domain Name

Kanguru Remote Management Console

KRMC Url

KRMC Id

Execution Interval = &0 = minutes

Configure Service

13. Once the configuration tool is open please input your Active Directory domain name into the

corresponding field.
AD Domain Thisis the name of your Domain for which you will be checking for
Name updates.
KRMC URL For KRMC Hosted, the URL that you should enter is
https.//krmc.kanguru.com.
Thisisthe Server 1D for your Super Administrator (SA) account. For
KRMC ID information on how to locate your Server I1D either refer to Account
Activity Icons or Account Information.
Execution Thisis the number of minutes that the service will check for any changes
Interval that may have occurred. The default is set for 60 minutes (1-hour).
When selected, previous batches sent to KRMC are stored in system
Send Updates memory and only changes are sent to KRMC. Thisis useful if you are
Only looking to quicker batches to be sent to KRMC however we
commonly recommend not having this option selected.
Configure This saves the configure settings entered here. 'Y ou can change these
Service settings at a later point by running K ADServiceConfigTool.exe again.

14. Close the configuration tool window.
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15. To start your service, you can run the PowerShell command “ Start- Service KADService”, the
resulting output should show the service is running.

Uninstalling the service
If you ever need to uninstall KADService, you can follow these steps:

1. Openup PowerShell as an Administrator.

2. If you have a newer version of PowerShell (version 6 or higher), you can use “Remove-Service
KADService’

3. Otherwise, use “sc.exe delete K ADService”
4. The service should now be uninstalled.

Getting L ogs for Troubleshooting

The logs are located in C:\ProgramData\K angurllADService\ , the logs files are unencrypted but do
not contain any identifiable Active Directory information.
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