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VAULT RIVACY 50

Kingston IronKey Vault Privacy 50 Cepis

USB HakonuuyBay Ans 3axXUCTy AaHuX, cepTudikoBaHMi 3a ctaHaapToM FIPS 197 i ocHalueHui
WwndpyBaHHAM XTS-AES 256-bit

Cepis Kingston IronKeyTM Vault Privacy 50 — ue BMCOKOSIKICHI Hakonu4yyBaui 3 po3’emamun USB Type-A Ta Type-C®1, AKi
rapaHTyOTb 3aXMCT KOPMNOPaTMBHOIO Kacy 3a AOMOMOrol CepTU@iKOBaHOro Ha BiAMNOBIAHICTb cTaHaapTy FIPS 197 anapatHoro
wndpyBaHHs AES 256-bit y pexxumi XTS, Ta MaloTb 30KpeMa 3axucT Big atak BadUSB 3aBasikv npowumBsLi 3 UM@pPOBUM NigNMCoM
i 3axucT BiA aTak npsmmuM ao6opoM naponto. Hakonuyysad VP50 npoTecToBaHuii Ha I'IpOHVIKHEHHFIZ Ans 3a6e3neyYeHHst 3axXmcTy
KopriopaTuBHoro knacy. Ockinbku cepisa VP50 — ue wndpoBaHe cxoBuLle, SiKe 3HaX0ANTLCA Mig di3UYHUM KOHTpOsieM
KOPUCTYyBaya, BOHa € e(PeKTUBHILIMM PIlLEHHSAM A5 3aXUCTY AAHUX, HDK IHTEpHET i XMapHi cnyxow.

Vault Privacy 50 niaTpMMye MOXNMBICTb BCTAHOBNEHHS KiNbkox naponis (aaMiHicTpaTopa, KopucTyBaya 1 04HOPa30BOro Ass
BiAHOBNEHHS) Y pexxuMax cknagHoro napons (Complex mode) abo kogoBoi dppa3m (Passphrase mode). Lle nokpaluye
MOXJIMBICTb BiAHOBMIEHHS JOCTYNY A0 AaHWX Yy pasi BTpAaTW OAHOro 3 naponis. Y TpaauLiiHOMY peXxuMi CKNagHoro napons
MOXHa CTBOPUTM Naposb i3 6—16 cMMBONIB, BUKOPUCTOBYOUN 3 3 4 HabopiB CMMBONIB. Y HOBOMY PeXMMi KOAO0BOI pa3n MOXHa
BUKOpUCTaTU UMdpoBuii PIN-koA, peyeHHs, CIUCOK CniB abo HaBiTb TEKCT A0OBXMHOL Bia 10 Ao 64 cuMBOniB. AAMiHicTpaTop
MOXXe BBIMKHYTW Maposib KOPUCTYBaya 1 04HOPa30BUI Naposb ANs BiAHOBNEHHS abo CKMHYTW Maposib KOPUCTYBaya, LWob
BiAHOBWTM AOCTYN A0 AaHuX. LLLo6 nonerwnTi BBEAEHHS Naposis, MOXHa BBIMKHYTM CMMBOM «OKO>» i 3pobuTun naponb
BUAMMUM. Lle 3MEHLINTDb KiNbKIiCTb MOMWUAOK, SIKi MPU3BOASATbL A0 HeBAANMX cnpob po36a0oKyBaHHS. 3aXMCT Big aTak NpsMnM
[060poM Maposito 6710KyE Naponb KopucTyBada abo 0aHOPa30BMIM Naposb ANa BiAHOBNEHHS nicns 10 HeBaanux cnpob
p0o3610KyBaHHS NOCMifb | BUKOHYE KpunTorpadivyHe CTMpaHHs HakonudyBaya, skuwo 10 pasiB nocninb 6yae HenpaBuibHO
BBEIEeHO naposib aAMiHicTpaTopa.

LLlo6 3axmCcTUTUCA BiA MOTEHUIMHOrO WKiAAMBOrO NPOrpamMHoro 3abesneyeHHs B HeHafiiHUX CUCTeMaX, ik aaMiHiCTpaTop, Tak i
KOPUCTYBa4 MOXYTb YCTAHOBUTU pexuM «Jlulie NS YNTaHHS» ANS 3aXMCTY Hakonuyysaya Bia 3anucy. Kpim Toro, B6yaoBaHa
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BipTyanbHa knaBiaTypa 3axu1LUae Nnapori BiA KnaBiaTypHUX LWNUIYHIB i 3anucy A Ha ekpaHi.

OpraHizauii MoXyTb HanawTyBaTh HakonmuyBsadi cepii VP50 3 BukopuctaHHsaM kogy npoaykty (PID) ans iHTerpadii 3i
CTaHAAPTHOIO NPOrpaMoto KepyBaHHS KiHLEBMMK ToukaMmu, Wwob 3abe3neunty BUKOHAHHS KOpnopaTUBHUX BUMOr Ao IT-
iH(pacTpykTypyn Ta Kibepbesneku 3a AOMOMOro nporpamu kactoMisauii Kingston.

MianpueMcTBa Manoro M cepeHboro GisHecy MOXyTb BUKOPUCTOBYBATU posib AAMiHICTpaTopa ANs JIoKanbHOro
aAMIHICTpPYBaHHS CBOIX HaKoOMM4yBaYiB, HaNpuKnaa, 41s HanawTyBaHHA abo CKMAaHHS OAHOPa30BOro MNapons AN BiAHOBNEHHS
abo nmapons KopucTyBaua, BiAHOBNEHHS AOCTYMNy A0 AAHWX Ha 3ab/OKOBaHMX HaKoMMuyBadax, a TakoX AOTPUMAHHS 3aKOHIB i
npasua, KON NoTpibHa CyaoBa ekcnepTusa.

Vault Privacy 50 Mae aBOKaHasnbHy apxiTeKTypy He3anexHo Bifl EMHOCTi, BOHa 3abe3neyvye Moro BUCOKY NMPOAYKTUBHICTb.
HakonnuyBay € BOA03aXUCHUM (CTYMiHb 3aXUCTy IPX83), Ma€ BiANOBIAHICTb cTaHAapTy TAA, Ta 3ibpaHuii Ha TepuTopii CLUA.

e CepTudikalisi 3a ctaHgapToM FIPS 197 3 wndpyBaHHaM XTS-AES 256-bit

e 3axucT Big BadUSB i 3namy wnsxom nepebvpaHHs naponis

e [1pOTECTOBaAHO Ha MPOHUKHEHHS Ans 3abe3neyeHHs 3axXMCTy KOpropaTUBHOrO Knacy

e MOXNMBICTb BCTAHOBJIEHHS KiJIbKOX MaponiB y pexuMax cknagHoro napons abo kogosoi (pasu
e HanawTyBaHHS ABOX pPeXuMiB «JlMwe Ans untaHHsa» (3axXMCT Big 3anucy)

e JlokasbHe afMiHICTPYBaHHS HaKoMMUyBadiB Ans Masoro Ta cepeaHboro 6isHecy
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[fonoBHi OcobnmBOCTI

= USB HakonuuyBauyi 3 anapaTHUM LWKU@PYyBaHHAM
ANS 3aXUCTY AaHUX

3axuCTiTb BaXJIMBI AaHi 3@ JOMOMOro WUdpyBaHHA XTS-
AES 256-bit, ceptudikoaHoro 3a craHaaptom FIPS 197.
B6ynoBaHi 3acobu 3axucTy Big aTak npssMum Ao6opom
naponto i BadUSB Ta TecTyBaHHSI Ha MPOHUKHEHHS ANs
3abe3neyveHHs 3axXMCcTy KOpropaTUBHOMO Kiacy.

s MOXNMBICTb BCTAHOB/IEHHS Ki/IbKOX Maponis Ans
BiIHOBNEHHS AaHWX

YBIMKHITb Maponi agMiHicTpaTopa, KopucTyBaya i
0HOpPa30BWIA Naponb ANs BiAHOBNEHHS. LLo6 BigHOBUTH
[OCTYN KOpUCTyBaya A0 AaHWX, aAMIiHICTpaTop MoXxe
CKMHYTM Naposib KOPUCTyBaya i CTBOPUTU OAHOPA30BUiA
naporsb NS BiAHOBNEHHS. 3aXMCT Bif 3N1aMy LUISXOM
nepebupaHHs naponis 610Kye naponb kKopucTyBada abo
0AHOPa30BUI Naposb Ans BiAHOBNEHHS nicns 10 HeBAanux
cnpo6 BBeAEHHS MoCninb i BUKOHYE KpunTorpadivHe
CTUpaHHA Hakonuyysaya, skwo 10 pasis nocninb 6yae
HernpasBuWbHO BBEAEHO NMaponb aaMiHicTpaTopa.

= HoBuit pexum koaoBoi dpasu

BubepiTb pexxum cknagHoro naponst abo pexum KogoBoi
¢pa3un. Kogosoto dhpasoto Moxe 6yTu undposuin PIN-koga,
peyeHHs 3 npobinamu, cNMcok cnie abo HaBiTb TEKCT
poBxuHoto Big 10 go 64 cumBoniB.

TexHiYHi XapaKTepuCcTuUKku

IHTepdeiic: USB 3.2 Gen 1

HanawTyBaHHA ABOX pexuMmis «Jlnwe ang
YnTaHHA» (3aXMCT Big 3anucy)

YHUKalTe aTak 3/J0BMUCHOrO MPOrpaMHoro 3abesneyeHHs
3a [ONOMOroK NPUMYCOBOr0 pexumy «Jlnwe ans
YMTaHHS», YCTaHOBMIEHOrO aAMiHICTPaTOpOM Asist
KopucTyBaya, abo pexxumy «Jlviie Ansg YutaHHs» Ans
MOTOYHOrO CeaHCy, BCTAHOB/IEHOrO afMiHiCTpaTopoM abo
CaMMM KOPUCTYBayeM.

JlokanbHe agMiHICTpyBaHHS HakonuMyyBadiB ans
Manoro Ta cepeaHboro 6isHecy

BukopucToByiTe posib AaMiHicTpaTopa, LWob fokanbHO
aIMiHICTpyBaTV Naposi KOPUCTyBaya 1 ofIHOpa30Bi naponi
Ansl BiAHOBMIEHHSA cniBpobiTHUKIB, BiAHOBNOBATK AOCTYN A0
OaHUX Ha 3ab110KOBaHMX HakonMu4yyBavax, Ta
OOTPMMYBATMUCS 3aKOHIB | MpaBuA, Konv NoTpibHa cynoBa
eKkcnepTusa.

[opaTtkosi dyHKLi 6e3neku

3MeHLUTE KiNbKiCTb HEBAANMX CPO6 BXOAY 1M po3yapyBaHHS
BiZl HMX, HAQTUCHYBLUM KHOMKY «OKO», W06 3pobuTn naponb
BUAMMKM. BUKOPUCTOBYITE BipTyasbHy KniaBiaTypy, Wo6
3aXMCTUTU BBEAEHHS Napons Bif KnaBiaTypHUX LUMUIYHIB i
3anucy Ai Ha ekpaHi.

Emnictb™: 8, 16, 32, 64, 128, 256 i 512 b



K Kingston

Po3’em:
Mabaputu:

CepTtudikauii B ranysi 6esneku

LIJBVI,U,KiCTbS :

BOAOHeI‘IpOHMKHiCTbG:
Poboua Temnepatypa:
TemnepaTypa 36epiraHHs:
CyMicHiCTb:

[apaHTia Ta TexHiYHa nigTpuMka:

CyMicHicTb:

Homepu Jetanen

USB-A

Type-A, Type-C

77.9 mm x 21.9 mm x 12.0 mm

FIPS 197
Be3neka, cxaneHa komnaHieto SySS GmbH (TecTyBaHHS Ha NPOHUKHEHHS AN
3abe3neyveHHs1 3axXMCTy KOpPnopaTUBHOIO Kiacy)

USB 3.2 Gen 1

8 — 128 I'b: WBunakictb 3untyBaHHa — 250 MB/c, weuakictb 3anucy — 180
MB/c

256 I'b: LWBunakictb 3umMTyBaHHs — 230 MB/c, weuakicTb 3anucy — 150 Mb/c
512 I'b: WBunakicTb 3unTyBaHHsS — 310 MB/c, wBmakicTb 3anucy — 250 Mb/c

USB 2.0
8 — 512 I'b: Wenakictb 3untyBaHHss — 30 Mb/c, wenakictb 3anucy — 20 MbB/c

[o 1,2 m; IEC 60529 IPX8

Bia 0 go +50 °C

Big —20 no +85 °C

USB 3.0 /USB 3.1/ USB 3.2 Gen 1

5-piyHa rapaHTis Ta 6€3KOLWTOBHA TEXHIYHA NiATPMMKA

windows® 11, 10, macOS® 11.x — 14.x
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IKVP50/8GB

IKVP50/16GB

IKVP50/32GB

IKVP50/64GB

IKVP50/128GB

IKVP50/256GB

IKVP50/512GB

USB-C

IKVP50C/8GB

IKVP50C/16GB

IKVP50C/32GB

IKVP50C/64GB

IKVP50C/128GB

IKVP50C/256GB

IKVP50C/512GB
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306paxkeHHs1 ToBapy

1. USB Type-C® Ta USB-C® e 3apeecTpoBaHMMM ToprosuMmn Mapkamu USB Implementers Forum.

2. MpoTecToBaHUi Ha MPOHUKHEHHS KoMnaHielo SySS GmbH.

3. CepTudikoBaHWI Ha BOAOHEMPOHUKHICTb i3 3aKPUTUM KOBMaykoM 3a cTaHaapTom IEC 60529, oTpuMasLun peidTuHr IPX8. MpuUCTpiit NOBUHEH BUKOPUCTOBYBATUCH
Yy YACTOMY Ta CyXOMy BUrNAAi.

4. YacTuHa 3a3Ha4eHoi EMHOCTI HaKoMMYyBaya BUKOPUCTOBYETLCS AN Moro popMaTyBaHHs Ta 3abe3neyveHHs iHWUX GyHKLUiA, TOMy € HeOCTYMNHOO ANs
36epiraHHs AaHux. Tak, hakTUYHO AOCTYNHa Ans 36epiraHHs AaHWUX EMHICTb € MEHLUO Bif BKa3aHoi Ha NpoaykTax. [loaaTkoBy iHOpMaLilo MOXHa OTpUMaTH B
Moci6Huky Kingston 3 npucTpoiB dneww-nam’aTi 3a NOCUNAHHAM. .

5. WenakicTb 3anexuTb BiA anapaTHOro Ta NporpaMHoro 3abesnevyeHHs NpUCTpolo, Ha SKOMY BUKOPUCTOBYETLCS KapTa, a TakoX XapakTepy il BUKOPUCTaHHS.

6. Mepea BUKOPUCTaHHAM NPOAYKT MOBUHEH BYTU YNCTUM i CyXMM, i3 3aKpUTUM KOBMAYKOM.

Lielt LOKyMeHT Moxxe 6yTu 3MiHEHO 6e3 nonepeaKeHHs.
2%0 ©2024 Kingston Technology Corporation 17600 Newhope Street, Fountain Valley, CA 92708 USA. Yci Toprosi mapku
S68. g 3ape€eCTpoBaHi TOProBi MapKuM € BAACHICTIO 1X BigNoBigHWX BnacHukis.  MKD-11132023
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